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I'maBa 1. Bsenenwue

1 BBepeHwue

LCSSL — sro mogudurnuposannast Bepcusi OpenSSL 1.0.0e [15], npencrasiennas 6u6-
smorekamu liblcerypto u liblessl, yrunuroit komanaHoit crpokn lcssl, a Takke BKJIO-
qaeMbiMu QaiilamMu. B manHyio Bepcuio gobaBiieHbl (pparMeHThI Kojia, 00pabaThbIBaro-
e 0ObeKTHBIE WJIeHTU(DUKATOPHI, HEOOXOoMuMble Jist HoaaepKKu ajaropurmos ['OCT
P34.11-2012 [4], TOCT P34.10-2012 [6], a Tak»Ke COMyTCTBYIONMX AJIOPHTMOB U Hapa-
METPOB, OIIPEJIETICHHBIX PYKOBOsmuMI jokyMmentamu TK 26.
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I'maBa 2. O6ime cBejeHust

2 OOwwne cBepeHus

lc_core_2012 — sr0 auHammndeckas oubimoreka (mrarud niam ENGINE B repmuno-
noruu OpenSSL), npeHasHaueHHAs JIs HOIJIEPIKKU POCCUIICKUX KpUITOrpaduIecKux
aJI'OPUTMOB B tipuiioxkeHustx OpenSSL.

ENGINE 1lc_core_2012 Bce kpumnrorpadudeckue OIMepaIii peajn3yer CpejIcTBaMu
o6ubsimorexu lcc2012. [To cpaBHEHNIO CO CBOMM IIPEJIINIECTBEHHIKOM 1¢c_core, 1c_core_2012
noroaauTenbHo noep:kuaer aaropurmbl I'OCT P34.11-2012 u 'OCT P34.10-2012, a
TaKKe COIyTCTBYIOIINE AJTOPUTMBI U TIAPAMETPBI, OIIPeeIeHHbIE PYKOBOJISIINME JIOKY-
mertamu TK 26.

lc_pll_core_2012 — sro xombuumpoBanubiii ENGINE, mpemgnazuauennast jais mos-
JIEPYKKU POCCUUCKUX KPUITOTpadUIecKux ajropuTMoB B npumioxkenusx OpenSSL ¢ uc-
HOJIb30BaHUeM OOBEKTOB KJII04YeBOil mapbl Ha TokeHe ¢ mHTepdeiicom PKCS#11 [16].
Hanwpiit ENGINE peasuzyer uarepdeitc STORE s nocryna kK o6beKTaM TOKEHa.

ENGINE 1c_p11_core_2012 Bce KpunrorpaduaecKne Oepami peaan3yer CpecTBa-
Mu oubsmoreku lcc2012, 3a UCKITIOYEHUEM OIEPAIIHil C 3aKPBITOM KJIIOYOM, KOTOPBIE OCY-
mecTBisiiorcs depe3 uHredeiicsl budbamoreku PKCS#11 tokena. Hacrpoiika maHHOrO
ENGINE na koukpernyio 6ubiunoreky PKCS#11 npousBouTrcst ypaBIsioniuMu KOMaH-
JlaMu TIporpamMMHO uin B daitie kouduryparmuun OpenSSL.

C rouknm 3penus nporpammucta, ENGINE — 310 oObrunas aunamMudeckas 6ubmorexa,
SKCIIOPTUPYIOIIAs OpeIeJIeHHbIN HAbOP (hyHKITHIA.

VYrunnra komanHoi cTpoku lessl o pynkimonaaIbHOCTH aHAJIOITYHA IITATHON yTHIIH-
te openssl. [lonosiHuTebHAS yTHINTA StOTE TTO3BOJISIET BBIIOJHATE U3 KOMAHHOM CTPOKHU
HEKOTOpPBIE OIlepallny ¢ OObEeKTaMHi TOKEHA.

2.1 CuctemHblie TpeboBaHus

LCSSL dyukimorupyeT BO BCEX OMEPAIMOHHBIX cucTeMax, riae paboraer OpenSSL
Bepcuu 1.0.0 u BbITITE.

2.2 OcobeHHOCTN peanu3saunn

lc_core_2012 u 1lc_pll_core_2012 3aBUCAT TOJBKO OT 6a30BOil KpunTorpaduaeckoit
6ubsimorexku 1lcc2012 u 6ubanoreku liblecrypto.

JLyist moiiepKKY UCIIOJIb30BaHus 1porokosia TLS ¢ kioyamu u ceprudpukaramu ['OCT
P34.10-2001 u T'OCT P34.10-2012 (256 u 512 6ut) B Gubsimoreke liblessl mpumenser-
cst pacimmpertasi TpakToBka mudpcbora "GOST2001-GOST89-GOSTE9 onpenenerto-
ro gyt 'OCT P34.10-2001. GOST2001 pacemarpupaercss B LCSSL Kak cemeiicTBO aJjiro-
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I'maBa 2. O6ime cBejeHust 2.2. OcobeHHOCTH pean3aIlii

purmos 'OCT P34.10-2001 u 'OCT P34.10-2012 (256 u 512 6ut). Ocob6eHHOCTBIO TAKOi
[IOJIJIEPYKKU SIBJISIETCS UCIOJIb30BaHue bazororo ajaropurma xammpoBanus 'OCT P34.11-
94 Bo Bcex BHYTpeHHUX (PYHKIMSX XIHIIIEKa, He 3aBUCSINIAX OT TUIA HUCIOJB3YEMbIX
kuoueit, Briovdas TLS PRF. Tlocie yrBepxKiennsi HOBBbIX MIUMPCHIOTOB B OUOJIMOTEKY
liblessl OymyT BHECEHBI U3MEHEHUS JIjIsI UX MOJIEPYKKNA B COOTBETCTBUM C PYKOBOISIIIIMMU
noxymerTamu TK 26.

Cremyer uMeTb B BHJLY, 9TO HEKOTODBIE HCIOJIB30BaHHBIE B JIAHHOM ITPOEKTE PYKO-
Bogsmue gokyMeHTHl TK 26 elre He yTBEp:KJIEHBI U TOJIHKO T'OTOBATCS K IIYOJIMKAIUH.
[TosToMy B JaTbHEHIITIX BEPCUSIX ITPOEKTA BO3MOYXKHBI COOTBETCTBYIOIIME U3MEHEHUSI.
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I'naBa 3. Ycranoska

3 VYcTtaHoBKa

3.1 Windows

Bce ENGINE ycranasmusatorcs B mogkarasor lib/engines B kartasore ycranosku LCSSL.
Bubsmoreku liblecrypto u liblessl, a Takke yrumnrsr Komas1HOM cTpoku lessl u store ycra-
HaBJIMBAIOTCH B HojiKaTasor bin. Bkiiouaemble dailjibl yecTaHABIMBAIOTCS B OJKATAJION
include/openssl. ¥Ymamuusaemsiit daiin koudurypanuu openssl.enf st lessl pasmera-
ercsa B noakarasore ssl. /g ymobcrBa paboThl ¢ yTHIMTAMHU IOJHBIA IIyTh K Qailry
KOH(UIYpaIuu cjaeyer mponucarb B nepemernoit cpejpl LCSSL_CONF. [losHblil myTh K
nanke lib/engines Takxke cireyer nponucars B mepeMentoii cpe/sr LCSSL_ENGINES. ITos-
HBII [IyTh K JIMHAMUYECKUM OUOMOTEKAM U BBINOJHIEMBIM (ailjiaM ciepyer j100aBUTh
K 3HaYeHuIo nepeMenHoi cpeast PATH.

3.2 Linux

ENGINE 1c_core_2012 ycranaBimBaercs B nogkarasor /usr/local/lib/engines. Bu6-
muoreku libleerypto u liblessl yeranasiusatores B nanky /usr/local/lib, a yrumursr Ko-
ManHOM cTpok lessl u store ycranasimsarorest B /usr/local/bin. Ymamaunsaemsrit daiii
koudurypanuu openssl.cnf s lessl pasmemaercst B nanke /etc/lissi-soft /lessl. Briro-
gaemble dailibl yeranasauBaiorcs B nanky /usr/local/include/lessl/openssl. s yno6-
cTBa paboOThI C YTHJIMTAMHU IOJHBINA IIyTh K aiiy KoHbUryparmm cjiejyer IpolucaTh
B mepeMenHoii cpeipl LCSSL_CONF. Iosmbrit myTs k mamke /usr/local/lib/engines Takke
ciemyeT mpomnucarb B nepeMmeHHoit cpeinbl LCSSL_ENGINES. IlosHBIH myTh K JUHAMUIYE-
cknM Ombsmorekam /usr/local/lib ciaemyer m06aBUTH K 3HAYECHHUIO MEPEMEHHOIN CPEJIBI
LD_LIBRARY_PATH.
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I'maBa 4. JlunensupoBanue

4 JlnueH3mpoBaHune

Yrunurel kKomaHHON cTpoku lcssl, store m 6ubimorexku libleerypto, liblessl pacmpo-
CTpAHSIFOTCST CBOOOMHO W He TpelytoT JjuneHsupoBanus. OaHAKO, TEpes] UCIOIb30BaHNU-
eM lc_core_2012 u lc_pll_core_2012 joJyiKHBI OBITH JinIeH3UpOBaHbl Ha caiite OO0

" TACCU-Codr"[1].
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I'maBa 5. Ilpumepbl mporpaMm

5 lNpumepbl nporpamm

5.1 leHepauyus paiipy)kecTa

JImctunar 5.1: Il _core 2012 digest.c

##include <stdio.h>

#include <string.h>
#include <stdlib .h>
#include <openssl/bio.h>
#include <openssl/crypto.h>
#include <openssl/x509.h>
#include <openssl/engine.h>
#include <openssl/err.h>
#include "getopt.h"

void bio print hex(BIO xbio, unsigned char xbuf, size t len) {
size t 1;
for (i=0; i<len; i++)
BIO printf(bio, "%02X%c", buf|i],
((i+1)=len | |!((1+1)%16))?’\n’>:> ?);
}

BIO xbio err = NULL;

BIO *bio out = NULL;

ENGINE xe = NULL;

// Tlpumep nas TOCT P 34.11—-94

unsigned char data_ 94[] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, O0x6E, Ox6F, 0x70, Ox6E, Ox6F, 0x70, 0x71,
0x0A

};

unsigned char et 94[] = {
0Oxc8, 0x77, 0Oxc2, Oxdl, O0x7f, Oxd3, 0x99, 0Ox2e,
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I'maBa 5. Ilpumepbl mporpaMm 5.1. Temepamnus naiimkecra

0x7a, 0x97, Oxchb, 0x67, 0x07, Oxdf, 0x57, 0xcO,
0x5b, Oxdc, 0xf2, 0x17, 0x34, 0Ox6a, 0x69, O0x2f,
0x6b, 0x9a, Oxad, Oxc4d, 0x47, Oxa8, 0x2f, 0xd2

s

// Tpumepsr uz T'OCT P 34.11-2012:

unsigned char M1|] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33,
0x34, 0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,

I

unsigned char etl 32[] = {
0x9d, 0x15, Oxle, Oxef, 0xd8, 0x59, 0xOb, 0x89,
Oxda, Oxa6, Oxba, Ox6c, Oxb7, Ox4a, 0xf9, 0x27,
0x5d, 0xd0O, Oxb1l, 0x02, Ox6b, Oxbl, 0x49, Oxa4,
0x52, Oxfd, 0x84, Oxeb, Oxeb, 0x7b, 0x55, 0x00,

IE

unsigned char etl 64[] = {
Ox1b, 0xb4, O0xd0, Oxla, Ox4a, Oxf5, O0xb9, 0xd5,
Oxcc, 0x3d, 0x86, 0Oxd6, 0x8d, 0x28, 0x54, 0x62,
Oxbl, 0x9a, Oxbc, 0x24, 0x75, 0x22, 0x2f, 0x35,
OxcO, 0x85, 0x12, 0x2b, Oxe4, Oxba, Ox1lf, Oxfa,
0x00, Oxad, 0x30, 0xf8, 0x76, O0x7b, Ox3a, 0x82,
0x38, Ox4c, 0x65, 0x74, O0xf0, 0x24, Oxc3, OxI11,
Oxe2, Oxa4, 0x81, 0x33, 0x2b, 0x08, Oxef, Ox7f,
0x41, 0x79, 0x78, 0x91, Oxcl, 0x64, 0x6f, 0x48,

&

unsigned char M2[] = {
Oxdl, Oxeb, 0x20, Oxe2, Oxeb, 0xf2, 0xfO, OxeS8,
0x2c, 0x20, Oxdl, O0xf2, O0xfO, Oxe8, Oxel, Oxee,
Oxe6, Oxe8, 0x20, Oxe2, Oxed, 0xf3, O0xf6, Oxe8,
0x2c, 0x20, Oxe2, Oxeb, Oxfe, 0xf2, Oxfa, 0x20,
0xfl, 0x20, Oxec, Oxee, O0xfO, Oxff, 0x20, Oxfl,
0xf2, 0xf0, Oxeb, Oxeb, Oxe0, Oxec, Oxe8, 0x20,
Oxed, Oxe0, 0x20, Oxf5, OxfO, Oxe0, Oxel, 0xf0,
Oxfb, Oxff, 0x20, Oxef, Oxeb, Oxfa, Oxea, 0xfb,
0x20, 0xc8, Oxe3d, Oxee, 0xfO, Oxed, Oxe2, O0xfb,

1

unsigned char et2 32[] = {
0x9d, 0xd2, Oxfe, Ox4e, 0x90, 0x40, 0x9e, 0x5bd,

ANMCECH
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I'maBa 5. Ilpumepbl mporpaMm 5.1. Temepamnus naiimkecra

Oxa8, 0x7f, 0xb3, 0x97, 0x6d, 0x74, 0x05, 0xb0,
0xcO, Oxca, Oxc6, 0x28, Oxfc, 0x66, 0x9a, 0x74,
Ox1d, 0xb0, 0x06, Ox3c, 0xb5, O0xT7e, 0x8f, 0x50,

};

unsigned char et2 64[] = {
Oxle, 0x88, Oxe6, 0x22, 0x26, Oxbf, Oxca, 0x6f,
0x99, 0x94, 0xfl, 0xf2, 0xd5, 0x15, 0x69, Oxe0,
Oxda, 0xf8, 0x47, Oxba, 0x3b, 0x0f, Oxe6, Oxla,
0x53, 0x00, Oxee, Oxed4, O0x6d, 0x96, 0x13, 0x76,
0x03, 0x5f, O0xe8, 0x35, 0x49, Oxad, 0xa2, 0xb8,
0x62, 0x0f, Oxcd, 0x7c, 0x49, 0x6c¢c, 0Oxeb, 0xb3,
0x3f, 0x0c, 0xb9, Oxdd, Oxdc, 0x2b, 0x64, 0x60,
0x14, 0x3b, 0x03, Oxda, Oxba, 0xc9, Oxfb, 0x28,

1

int do_crypt 94() {
EVP_MD CTX #md ctx = NULL;
unsigned char hash|[32];
size _t hash len = 32;
int rc;
int i;
EVP_MD sxmd = NULL;

// Make message digest with e
BIO printf(bio err, "Make GOST R34.11-94 data_94 digest\n");
// md = ENGINE get digest(e, NID id GostR3411 94);
md = EVP get digestbyname("md_gost94");
if (!md) {
rc = 0;
goto err;
}
md_ ctx = EVP_MD_ CTX create() ;
rc = EVP_ Digestlnit _ex(md ctx, md, e);
if (rc != 1) {
goto err;
}
rc = EVP_ DigestUpdate(md_ ctx, data 94, sizeof(data 94));
if (rc 1= 1) {
goto err;
}
rc = EVP DigestFinal (md ctx, hash, &hash len);
if (re 1= 1) {
goto err;

}

ANMCECH
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I'maBa 5. Ilpumepbl mporpaMm 5.1. Temepamnus naiimkecra

EVP_MD CTX destroy(md ctx) ;
bio print hex(bio err, hash, sizeof(hash));

if (memcmp(hash, et 94, sizeof(et 94)) != 0) {
BIO printf(bio_err, "Invalid data_94 digest\n");
goto err;

}

BIO printf(bio err, "data_94 digest O0K\n");

return 1;
err :
BIO printf(bio_err, "Error Ox%x\n", rc);
return 0;

}

int do_crypt 256() {
EVP_MD CIX #md ctx = NULL;
unsigned char hash[32];
size _t hash len = 32;
int rc;
int i;

EVP MD smd = NULL;

// Make message digest with e
BIO printf(bio_err, "Make GOST R34.11-2012-256 M1 digest\n");
// md = ENGINE get digest(e, NID id tc26 gost3411 2012 256);
// Moxno sanpocurs EVP MD u nmo SN—umenn:
md = EVP get digestbyname("gost3411-2012-256");
if (!md) {
rc = 0;
goto err;
}
md ctx = EVP_MD CTX create() ;
rc = EVP_ Digestlnit _ex(md ctx, md, e);
if (rc != 1) {
goto err;
}
rc = EVP_ DigestUpdate (md_ctx, M1, sizeof(Ml));
if (re 1= 1) {
goto err;
}
rc = EVP DigestFinal (md ctx, hash, &hash len);
if (re 1= 1) {
goto err;

}

ANMCECH
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I'maBa 5. Ilpumepbl mporpaMm 5.1. Temepamnus naiimkecra

EVP_MD CTX destroy(md ctx) ;

bio print hex(bio err, hash, sizeof(hash));

if (memcmp(hash, etl 32, sizeof(etl 32)) != 0) {
BIO printf(bio_err, "Invalid M1 digest\n");
goto err;

}

BIO printf(bio err, "M1 digest 0K\n");

BIO printf(bio err,

BIO printf(bio_err, "Make GOST R34.11-2012-256 M2 digest\n");
md ctx = EVP_MD CTX create() ;
rc = EVP Digestlnit _ex(md ctx, md, e);
if (rc 1= 1) {
goto err;
}
rc = EVP_DigestUpdate(md_ctx, M2, sizeof(M2));
if (rc != 1) {
goto err;
}
rc = EVP DigestFinal (md ctx, hash, &hash len);
if (re != 1) {
goto err;
}
EVP_MD CTX destroy(md ctx);
bio print hex(bio err, hash, sizeof(hash));
if (memcmp(hash, et2 32, sizeof(et2_32)) != 0) {
BIO printf(bio_err, "Invalid M2 digest\n");
goto err;
}
BIO printf(bio_err, "M2 digest 0K\n");
return 1;
err :
BIO printf(bio_err, "Error Ox%x\n", rc);
return 0;

}

int do_crypt 512() {
EVP_MD CTIX #md ctx = NULL;
unsigned char hash[64];
size _t hash len 64;
int rc;
int i;
EVP_MD sxmd = NULL;

ANMCECH
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I'maBa 5. Ilpumepbl mporpaMm 5.1. Temepamnus naiimkecra

// Make message digest with e
BIO printf(bio err, "Make GOST R34.11-2012-512 M1 digest\n");
md = ENGINE get digest(e, NID id tc26 gost3411 2012 512);
if (!md) {
rc = 0;
goto err;
}
md_ctx = EVP_MD_ CTX create() ;
rc = EVP Digestlnit ex(md ctx, md, e);
if (re 1= 1) {
goto err;
}
rc = EVP DigestUpdate(md ctx, M1, sizeof(Ml));
if (re 1= 1) {
goto err;
¥
rc = EVP DigestFinal(md ctx, hash, &hash len);
if (re 1= 1) {
goto err;
}
EVP_MD CTX destroy(md ctx) ;
bio print hex(bio err, hash, sizeof(hash));
if (memcmp(hash, etl 64, sizeof(etl 64)) != 0) {
BIO printf(bio err, "Invalid M1 digest\n");
goto err;
}
BIO printf(bio_err, "M1 digest 0K\n");
BIO printf(bio err,

BIO printf(bio_err, "Make GOST R34.11-2012-512 M2 digest\n");
md_ctx = EVP_MD_ CTX create() ;
rc = EVP Digestlnit ex(md ctx, md, e);
if (re = 1) {
goto err;
}
rc = EVP DigestUpdate(md ctx, M2, sizeof(M2));
if (re 1= 1) {
goto err;
}
rc = EVP_ DigestFinal (md ctx, hash, &hash len);
if (re 1= 1) {
goto err;

ANMCECH
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I'maBa 5. Ilpumepbl mporpaMm 5.1. Temepamnus naiimkecra

}

EVP_MD CTX destroy(md ctx) ;

bio print hex(bio err, hash, sizeof(hash));

if (memcmp(hash, et2 64, sizeof(et2 64)) != 0) {
BIO printf(bio err, "Invalid M2 digest\n");
goto err;

}

BIO printf(bio_err, "M2 digest 0K\n");

return 1;

err:

BIO printf(bio_err, "Error Ox%x\n", rc);

return 0;

}

int main(int argc, char xxargv)
{
unsigned int j;
int rc;
#ifdef WIN32
static char xdefault engine path = "lc_core_2012";
#elif  APPIE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";
#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";
#endif
char xengine path = NULL;
extern char xoptarg;
int c;

while ((¢ = getopt(arge, argv, "e:"))!=—1){
switch (c){
case ’e’:
engine path = BUF strdup(optarg);
break;
}

}
if (!engine path) {
engine path = BUF strdup(default engine path);

}

if (bio_err = NULL)
if ((bio_err = BIO new(BIO s file())) != NULL)

ANMCECH
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BIO set fp(bio err, stdout, BIO NOCLOSE|BIO FP TEXT)

if (bio out = NULL)
if ((bio_out=BIO_new(BIO s file())) != NULL)
BIO set fp(bio out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

// Builtin engines should be loaded first
// to access builtin "dynamic" engine then.
ENGINE load builtin engines() ;

e = ENGINE by id("dynamic");
if (e)

// Try to load lprng engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)
|| 'ENGINE_ctrl cmd_string(e, "LOAD", NULL, 0))
{

BIO printf(bio_err, "Loading %s ENGINE failed\n",
engine path);

goto err;
}

}

BIO printf(bio err,
"Testing GOST R34.11-94, GOST R34.11-2012-256 and \n"
"GOST R34.11-2012-512 digests with %s engine\n"

engine path);

rc = do_crypt 94 () ;
if (re 1= 1) {
goto err;

}

BIO printf(bio err,

rc = do_crypt 256();
if (re 1= 1) {
goto err;

}

BIO printf(bio err,
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rc = do_crypt 512();
if (re 1= 1) {

goto err;
}

BIO printf(bio err,

ENGINE _free(e) ;
e = NULL;

BIO printf(bio_out, "SUCCESS\n");
if (engine path)

OPENSSL _free(engine path);
if (bio_ out)

BIO _free(bio_out);

rc = 0;
return rc;

err:
if (e)
ENGINE free(e);
if (engine path)

OPENSSL _free(engine path);
ERR _ print errors(bio err);
if (bio_ out)

BIO free(bio out);

rc = —1;
return rc;

5.2 WudpoBaHune

YcranoBka ymasrauBaeMoro Habopa napamerpoB imudposanus s ['OCT 28147-89
OOBIYHO IIPOM3BOAUTCS YIIPaBJIsiionieil KoMan ol upu 3arpyske ENGINE:

ENGINE_ctrl_cmd_string(e, "PARAMS_GOST28147",
"id-Gost28147-89-CryptoPro-A-ParamSet", 0)

YcraHOBUTD JpyToil HAOOp MapaMeTpoB B KOHTEKCTE MU POBAHUS MOXKHO JIMHAMUYIECKHT
Jpyroil ynpaBadIoneil KOMaH01 cpa3y Mocjie MHUINAJTU3AIUNA KOHTEKCTa, HAITPUMED:

EVP_CIPHER_CTX_ctrl(ctx, EVP_CTRL_GOST28147_CIPHER_PARAMSET,

NID_id_tc26_gost_28147_89_param_Z, NULL)

AMC (:Clg‘ch
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JImctuur 5.2:1c_core 2012 evp cipher.c

#include
#include
#include

#include
#include

<stdio.h>
<string .h>
<stdlib .h>

<sys/types.h>
<sys/timeb .h>

#ifndef WIN32

#include
#endif

#include
#include
#include
#include
#include
#include
#include
#include

<sys/time.h>

<openssl/bio.h>
<openssl/crypto.h>
<openssl/x509.h>
<openssl/engine .h>
<openssl/rand.h>
<openssl/err . h>
"getopt.h"
"lc_defs_2012.h"

void bio print hex (BIO xbio, unsigned char xbuf, size t len) {

size

for (i=0; i<len;
BIO _printf(bio, "%02X%c", buf[i],
((i+1)==len | |1 ((i+1)%16))?’\n’: "

}

t i
i++)

oF

BIO #bio err = NULL;

BIO xbio

#define SYSTEMTIME
#define GetSystemTime (x)

out = NULL;

struct timeb
ftime (x)

long process time (struct timeb tl1, struct timeb t2)

{
long ms = t2. millitm — t1.millitm;
long s = t2.time — t1l.time;
while (ms < 0) {
ms += 1000;

5——;

}

ms += (s*x1000);

ANMCECH
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printf("Time: %1d msec\n", ms );
return ms;

}

int main(int argc,char xxargv)
{
ENGINE xe = NULL;
const EVP CIPHER xcipher;
EVP CIPHER CTX sctx;
unsigned char key[32];
unsigned char iv [8];

char plain_ text[] = "Plain text for encrypting and
decrypting";

int plain_ text len = strlen (plain_ text);

char cipher text[128];

int cipher text len = sizeof(cipher text);

char decrypted text[128];
int decrypted text len = 0;
int dummy len = 0;
int rc = —1;
char xlc_core path = "lc_core_2012";
int i;
SYSTEMTIME t1, t2;
long diff;
#ifdef WIN32
static char xdefault engine path = "lc_core_2012";
#elif  APPLE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";
#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";
#endif
char xengine path = NULL;
extern char xoptarg;
int c;

while ((¢ = getopt(arge, argv, "e:"))!=—1){
switch (c¢){
case ’e’:
engine path = BUF _strdup(optarg);
break ;
}

AMCgCéM
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}
if (!engine path) {
engine path = BUF strdup(default engine path);

}

if (bio_err = NULL)
if ((bio_err = BIO new(BIO s file())) != NULL)
BIO set fp(bio_ err, stdout, BIO NOCLOSE|BIO FP TEXT) ;

if (bio_out = NULL)
if ((bio_out=BIO new(BIO s file())) != NULL)

BIO set fp(bio out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

BIO printf(bio_out, "%s EVP_CIPHER test\n", engine path);

// Builtin engines should be loaded first
// to access builtin "dynamic" engine then.
ENGINE load builtin engines() ;

e = ENGINE by id("dynamic");
if (e)

// Try to load lprng engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)
|| 'ENGINE_ctrl cmd_string(e, "LOAD", NULL, 0)
|| 'ENGINE ctrl cmd_string(e, "PARAMS_GOST28147",
"id-Gost28147 -89-CryptoPro-A-ParamSet", 0))
// "id—tc26 —gost —28147—89—param—A", 0))
{
BIO printf(bio_err, "Loading %s ENGINE failed\n",
engine path);
goto err;
}

}

#ifdef LISSI DEBUG
BIO printf(bio err, "Engine Ox%x loaded with id ’%s’\n",
e, ENGINE get id(e));
#endif

BIO printf(bio_out, "Get EVP_CIPHER by NID\n");
cipher = ENGINE get cipher(e, NID id Gost28147 89);
if (!cipher) {

ncggn,,

20



I'maBa 5. Ilpumepbl mporpaMm 5.2. Ilucpposanue

BIO printf(bio err,
"Can’t get cipher NID_id_Gost28147_89\n");

BIO printf(bio_out,
"Generate random cipher key\n");
if (RAND bytes(key, sizeof(key)) < 0) {
BIO printf(bio_err, "RAND_bytes failed\n");
rc = —1;
goto err;

BIO printf(bio_out, "Random cipher key:\n");
bio print hex(bio out, key, sizeof(key));

BIO printf(bio_out, "Generate random IV\n");
if (RAND_bytes(iv, sizeof(iv)) < 0) {
BIO printf(bio_err, "RAND_bytes failed\n");
rc = —1;
goto err;

BIO printf(bio _out, "Random IV:\n");
bio print hex(bio _out, iv, sizeof(iv));

//GetSystemTime(&t1) ;
//for (i=0; i< 100000; i++)
/4

// BIO printf(bio_out, "Create new EVP CIPHER CIX\n");
ctx = EVP_CIPHER_ CTX new() ;

if (letx) {
BIO printf(bio_err, "EVP_CIPHER_CTX_new failed\n");
rc = —1;
goto err;

}

// BIO printf(bio_out, "EVP_ Encryptlnit ex\n");
rc = EVP Encryptlnit ex(ctx, cipher, e, key, iv);
if (re != 1) {
BIO printf(bio_ err, "EVP_EncryptInit_ex failed\n");
rc = —1;
goto err;
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rc = EVP_CIPHER CTX ctrl(ctx
EVP_ CTRL_GOST28147 CIPHER,_ PARAMSET,
NID id tc26 gost 28147 89 param A, NULL);
if (re != 1) {
BIO printf(bio_err, "EVP_CIPHER_CTX_ctrl failed\n");
rc = —1;
goto err;

// BIO printf(bio out, "EVP_ EncryptUpdate\n");
rc = EVP_ EncryptUpdate(ctx, cipher text, &cipher text len,
plain text, plain_ text len);
if (rec != 1) {
BIO printf(bio_err, "EVP_EncryptUpdate failed\n");
rc = —1;
goto err;

}

// No padding so use dummy text buffer here
// for extra control
// BIO printf(bio_out, "EVP_ EncryptFinal ex\n");

rc = EVP_ EncryptFinal ex(ctx, NULL, &dummy len) ;

if (rc != 1) {
BIO printf(bio_err, "EVP_EncryptFinal_ex failed\n");
rc = —1;
goto err;

}

if (re 1= 1) {
BIO printf(bio err, "EVP_EncryptFinal failed\n");
rc = —1;
goto err;

}

if (dummy len != 0) {
BIO printf(bio err,
"Non-empty padding in EVP_EncryptFinal_ex\n");
rc = —1;
goto err;

// BIO printf(bio_out, "Plain text: %s’\n", plain_ text);
BIO printf(bio_out, "Cipher text:\n");
bio print hex(bio out, cipher text, cipher text len);
EVP_ CIPHER_ CTX cleanup(ctx);
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memset (decrypted text, 0, sizeof(decrypted text));
// BIO printf(bio out, "EVP Decryptlnit ex\n");
rc = EVP Decryptlnit ex(ctx, cipher, e, key, iv);
if (rc 1= 1) {
BIO printf(bio_err, "EVP_DecryptInit_ex failed\n");
rc = —1;
goto err;

}

rc = EVP_CIPHER_ CTX ctrl(ctx,
EVP_CTRL_GOST28147 CIPHER,_ PARAMSET,
NID id tc26 gost 28147 89 param A, NULL);
if (rc != 1) {
BIO printf(bio_err, "EVP_CIPHER_CTX_ctrl failed\n");
rc = —1;
goto err;

// BIO printf(bio_out, "EVP_ DecryptUpdate\n");

rc = EVP_ DecryptUpdate (ctx ,

decrypted text, &decrypted text len,
cipher text, cipher text len);

if (rec != 1) {
BIO printf(bio_err, "EVP_DecryptUpdate failed\n");
rc = —1;
goto err;

}
// BIO printf(bio out, "EVP DecryptFinal ex\n");

// There is no padding for stream ciphers
// so use dummy text buffer here for extra control.
rc = EVP DecryptFinal ex(ctx, NULL, &dummy len);
if (re !=1) {
BIO printf(bio_err, "EVP_DecryptFinal_ex failed\n");
rc = —1;
goto err;
}
if (dummy len != 0) {
BIO printf(bio err,
"Non-empty padding in EVP_DecryptFinal_ex\n");
rc = —1;
goto err;

¥
EVP_ CIPHER_ CTX cleanup(ctx);
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EVP_CIPHER CTX_free(ctx) ;

//}
//GetSystemTime(&t2 ) ;
//diff = process time(tl, t2);

BIO printf(bio out, "Check decrypted text\n");

if (decrypted text len != plain text len) {
BIO printf(bio_err, "Invalid decrypted text length\n");
rc = —1;
goto err;

}

BIO printf(bio_out, "Decrypted text: ’%s’\n", decrypted text
)5
if (memcmp(decrypted text, plain_ text, decrypted text len)
- 0) {

BIO printf(bio_err, "Invalid decrypted text\n");

rc = —1;

goto err;

}

BIO printf(bio_out, "SUCCESS\n");

if (engine path)
OPENSSL _free(engine path);
ENGINE _cleanup () ;
EVP cleanup () ;
CRYPTO cleanup all ex data();
ERR_remove thread state(NULL);
ERR free strings() ;
CRYPTO mem leaks fp(stderr);
rc = 0;

return rc;

err:

if (engine path)
OPENSSL _free(engine path);
ENGINE _cleanup () ;
EVP cleanup () ;
CRYPTO cleanup all ex data();
ERR_remove thread state(NULL);
ERR _free strings();
CRYPTO mem leaks fp(stderr);

rc —1;
return rc;
}
AMCECH
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5.3 NmutoBcTaBska

Jluctunr 5.3: lc_core 2012 mac.c

#include <stdio .h>

#include <string .h>
#include <stdlib .h>
#include <openssl/bio.h>
#include <openssl/evp.h>
#include <openssl/crypto.h>
#include <openssl/engine.h>
#include <openssl/err.h>
#include "lc_defs_2012.h"

void bio print hex (BIO xbio, unsigned char xbuf, size t len) {
size t 1i;
for (i=0; i<len; i++)
BIO printf(bio, "%02X%c", buf[i],
((i+1)=len ||!((i+1)%16))?°\n’>:> ?);
}

BIO *bio err = NULL;
BIO xbio out = NULL;
ENGINE xe = NULL;

int do_crypt() {
EVP_MD smd = NULL;
EVP_MD CIX xmd ctx = NULL;
EVP PKEY CTX xpctx = NULL;
EVP PKEY xpkey = NULL;
unsigned char mac[4];
size t mac len = 4;
unsigned char key || = {
0x30, 0x31, O0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, O0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

}s
unsigned char iv|[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37
};
ANMCECU
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unsigned char data|] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,

5

unsigned char et A[] = {
0x21, 0x78, Oxle, Oxcb,

}s

// Tlpu 3amamnom IV:

unsigned char et2 A[] = {
0xb7, 0x6e, 0xb5, 0x15,

}s

unsigned char et Z|[| = {
0x17, 0x0e, Oxfc, 0x07,

}s

// Tlpu 3amansom IV:

unsigned char et2 Z[] = {
0x30, Ox4f, 0x45, 0x86,

}s

int rc;

// Make message digest with e
BIO printf(bio_ err, "Make GOST 28147-89 MAC\n");
md = ENGINE get digest(e, NID id Gost28147 89 MAC);
if (!md) {

goto err;

}

// Co3jgaeM KOHTEKCT UMUTOBCTAaBKH
md_ ctx = EVP_MD_ CTX create() ;
pkey = EVP_PKEY new mac_key(NID id Gost28147 89 MAC,
e, key, sizeof(key));
if (!pkey) {
goto err;
}
rc = EVP DigestSignlnit(md ctx, &pctx, md, e, pkey);
if (re 1= 1) {
goto err;

}

// Ha camom gese mMuTOoBCTaBKa — 9TO He maiiprecT,
// a MAC, mpuuem y anropurma ['OCT 28147—89 Bx0mHBIE
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// IlaHHBIE HE MOTIYT OBITH IIyCTHMHU, I[0TOMY
// EVP _ DigestUpdate ob6sizaTenen, mpudyem CyMMapHbIii
// pa3Mep BXOJHBIX JAHHBIX HE MOXKET ObITh HYJI€BbIM.
rc = EVP_ DigestUpdate(md_ctx, data, sizeof(data));
if (rc !=1) {

goto err;

}

rc = EVP DigestSignFinal (md ctx, mac, &mac len) ;
if (re 1= 1) {
goto err;
}
EVP_MD CTX destroy(md ctx);
bio print hex(bio err, mac, mac_ len);

if (memcmp(mac, et A, sizeof(et_A)) != 0) {
BIO printf(bio err, "Invalid data MAC A\n");
goto err;

}

BIO printf(bio_err, "data MAC A 0K\n");

// Co3gaeM KOHTEKCT HMHTOBCTAaBKH
md_ctx = EVP_MD_ CTX create() ;
pkey = EVP_PKEY new mac key(NID id Gost28147 89 MAC,
e, key, sizeof(key));
if (!pkey) {
goto err;
}
rc = EVP DigestSignInit(md ctx, &pctx, md, e, pkey);
if (re 1= 1) {
goto err;

}

// YcranHoBKy mapamMeTrpa, OTJAHIHOTO OT YMAJIIUBAEMOTO, HYKHO
// menars yupasiastaneit komangoir EVP MD CTRL MAC PARAMSET
// mocise MHHUNHMAJM3ANUU KOHTeKcTa (4YTOObl B KOHTEKCTE Y:Ke ObLI
// ycTaHOBJIEH KJIOY NWPPOBAHUS ) .
// Tlpu sTom, B lc_core 2012 BbmoaHsieTCsl MOBTOpPHAas BHYTDEHHsIS
// WHUNUaJM3anusi KOHTEKCTa JJIsi 3aJaHHOTO IapamMeTpa.
// Kak Hu crpanno, dbysknus EVP MD ctrl B OpenSSL
// He mpemycmorpena, xoTs B cTpykKrype EVP MD B evp.h
// coorBercTByKmii ykazarenb Ha dyHknmo md ctrl umeercs.
rc = md—md_ctrl(md ctx, EVP_MD CIRL MAC PARAMSET,
NID id tc26 gost 28147 89 param A, NULL);
if (re 1= 1) {
goto err;

nckgH,, .




I'mapa 5. Ilpumepbr mporpaMm 5.3. Nmuroscraska

}

// Ecan kmou nmbposanus mmbpyercs ¢ nomonpio KEK,
// TO UpHM BLMUCJEHUH UMHUTOBCTABKHU HYXKHO 3ajgaBaTb V.
// DTo MOXKHO cJesaTh yNpPaBJSIANEl KOMaHIO
EVP_MD CIRL MAC SET 1V.
// BameTrum, 4ro HeJb3s mpocto mobaBurh IV B KadecTBe
// mepBoro 6soka manubix dynknueii EVP DigestUpdate,
// Tak KaK HadYaJbHBIl OJOK HPU HHUIHAJA3AIUU C ITOMOIIBIO
// EVP _ DigestSignlnit yke ycTaHOBJIeH HYyJieBbM.
rc = md—md ctrl(md ctx, EVP_MD CTRL MAC SET IV,

-1, iv);
if (re 1= 1) {

goto err;
}

rc = EVP DigestUpdate(md ctx, data, sizeof(data));
if (re 1= 1) {

goto err;
}

rc = EVP_ DigestSignFinal (md ctx, mac, &mac len);
if (re 1= 1) {

goto err;
}

EVP_MD CTX destroy(md ctx);
bio print hex(bio err, mac, mac_ len);

if (memcmp(mac, et2 Z, sizeof(et2_Z)) != 0) {
BIO printf(bio err, "Invalid data MAC Z with IV\n");
goto err;

}

BIO printf(bio_err, "data MAC Z with IV O0K\n");

return 1;
err:
BIO printf(bio err, "Error 0x%x\n", rc);
return 0;

}

int main(int argc, char xxargv)
{
unsigned int j;
int rc;
#ifdef WIN32
static char xdefault engine path = "lc_core_2012";
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#elif _ APPLE

static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";

#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";

#Hendif

char xengine path = NULL;
extern char xoptarg;
int c;

while ((¢ = getopt(arge, argv, "e:"))!l=—1){
switch (c){
case ’e’:
engine path = BUF strdup(optarg);
break;
}
}

if (!engine path) {
engine path = BUF _strdup(default engine path);

}

if (bio_err = NULL)
if ((bio_err = BIO new(BIO s file())) != NULL)
BIO set fp(bio err, stdout, BIO NOCLOSE|BIO FP TEXT) ;

if (bio out = NULL)
if ((bio_out=BIO_ new(BIO s file())) != NULL)
BIO set fp(bio out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

// Builtin engines should be loaded first
// to access builtin "dynamic" engine then.
ENGINE load builtin engines() ;

e = ENGINE by id("dynamic");
if (e)

// Try to load lprng engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)
|| 'ENGINE ctrl cmd_ string(e, "LOAD", NULL, 0))

{
BIO printf(bio_err, "Loading %s ENGINE failed\n",
engine path);
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goto err;

}
}

BIO printf(bio err,
"Testing GOST 28147-89 MAC with %s engine\n"

et LF
engine path);

rc = do_crypt();

if (re 1= 1) {
goto err;

¥

BIO printf(bio err,
"=====================================================\n") ;

if (engine path)

OPENSSL _free(engine path);
ENGINE free(e) ;
e = NULL;

BIO printf(bio out, "SUCCESS\n");
if (bio_out)

BIO free(bio_ out);

return 0;

err :
if (engine path)
OPENSSL _free(engine path);
if (e)
ENGINE _free(e);
ERR _ print errors(bio_err);
if (bio_ out)
BIO free(bio_out);

return —1;

5.4 3UMN

JImctunr 5.4: lc_core 2012 sign verify.c

[#include <stdio.h>
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#include <string.h>
#include <stdlib .h>
#include <openssl/bio.h>
#include <openssl/crypto.h>
#include <openssl/x509.h>
#include <openssl/engine.h>
#include <openssl/store.h>
#include <openssl/err.h>
#include "lc_keypair_2012.h"
#include "lc_defs_2012.h"
#include "getopt.h"

void bio print hex(BIO xbio, unsigned char xbuf, size t len) {
size t 1;
for (i=0; i<len; i++)
BIO printf(bio, "%02X%c", buf|i],
((i+1)=len ||!((i+1)%16))?°\n>:> ?);
}

BIO xbio err = NULL;
BIO xbio out = NULL;

int main(int argc, char xxargv)

{
ENGINE xe = NULL;
STORE *xst = NULL;
int rc = 0;
// const charx param 28147 = "id—Gost28147—-89—CryptoPro—A—
ParamSet ";
const charx param 28147 = "id-tc26-gost-28147-89-param-A";

EVP PKEY xpkey = NULL;
EVP_PKEY CIX *ctx = NULL;
unsigned char msg|] = {
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0x0a, O0xOb, 0x0c, 0x0d, 0x0Oe, 0x0f, 0x00,
};
EVP_MD #md = NULL;
EVP_MD CTX #md_ctx = NULL;
unsigned char hash[64];
int hash len = sizeof(hash);
unsigned char sig[128];
size _t sig len = sizeof(sig);
EVP PKEY CIX spectx = NULL;
LC_GOST2012 KEYPAIR xlcc gost2012 key = NULL;
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#ifdef WIN32

static char xdefault engine path = "lc_core_2012";

#elif  APPIE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";

#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";

#endif

char xengine path = NULL;
char xapi path = NULL;
char *xslot = NULL;

extern char xoptarg;

int c;
char label 2001[] = "test_keypair_2001";
char label 2012 256[] = "test_keypair_2012_256";
char label 2012 512[] = "test_keypair_2012_512";

while ((¢ = getopt(argc, argv, "e:a:s:"))!=—1){
switch (c){
case ’e’:
engine path = BUF strdup(optarg);
break;
case ’a’:
api_path = BUF _strdup(optarg);
break;
case ’s’:
slot = BUF _strdup(optarg) ;
break ;
}

}
if (!engine path) {
engine path = BUF _strdup(default engine path);

}

// Error messages output
if (bio err = NULL)
if ((bio_err = BIO new(BIO s file())) != NULL)
BIO set fp(bio err, stdout, BIO NOCLOSE|BIO FP TEXT) ;

// Standard output
if (bio_out = NULL)
if ((bio_out=BIO new(BIO s file())) != NULL)
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BIO set fp(bio out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

BIO printf(bio err, "%s sign/verify test\n", engine path);
// Builtin engines should be loaded first
// to access builtin "dynamic" engine then.
ENGINE load builtin engines() ;

e = ENGINE by id("dynamic");
if (e)

// Try to load other engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd_ string(e, "SO_PATH", engine path, 0)
|| 'ENGINE ctrl cmd string(e, "LOAD", NULL, 0))
{

BIO printf(bio err, "Loading ENGINE %s failed\n",
engine path);

goto err;
}

if (api_path) {
// B nmammom mpumepe gemoncTpupyercs dopmupoBanme engine id
// ¢ ABHBM yKa3aHUEM CJIOTa, €CJU [PU BBI3OBE MPOTPAMMBI OH
// 3aman c¢ duarom —s.
char engine id[128];
if (slot) {
sprintf(engine id, "%s:%s", api_path, slot);
} else {
sprintf(engine id, "%s", api_path);
}

if (!ENGINE ctrl cmd string(e, "ATTACH_API", api_ path, 0)
| [' ENGINE ctrl cmd_string(e, "ENGINE_ID", engine id, 0)
||! ENGINE ctrl cmd_string(e, "OPEN_SESSION", "
CKF_SERIAL_SESSION|CKF_RW_SESSION", 0)
| |! ENGINE ctrl cmd_string(e, "LOGIN", "01234567", 0))
// Bapmanr ¢ kosbskom musi BBoma PIN: ... Verify , Prompt,
Callback ,
// | ' ENGINE ctrl cmd(e, "LOGIN", 1, "Enter PIN:",
EVP read pw_string, 0))
// Dror Bapmant Oymer paborarhb m B Takoil GopmMe MO yMOJIIAHUIO:
// ||'ENGINE ctrl_cmd(e, "LOGIN", 1, NULL, NULL, 0))
// mnum paxke B Takoit (3mech OpenSSL me maer 3amaBars NULL B Tpersh
eM apryMeHTe ,
// mosTomy 3ajaeTcs mycTtas cTpoka, a Verify mo ymomuanmo mosarae
TCsl paBHbM 1) :
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// |['ENGINE ctrl cmd_string(e, "LOGIN", ""  0))
{
BIO printf(bio err, "ATTACH_API Y%s failed\n", api_ path);
goto err;
}

// THonyuaem u3 ENGINE umnrepdeiic STORE.

st = STORE new_engine(e);

if (!st) {
BIO printf(bio_err, "ENGINE has no STORE interface\n");
rc = —1;
goto err;

}

}
}

BIO printf(bio_err, "Engine Ox%x loaded with id ’%s’\n",
e, ENGINE get id(e));

rc = ENGINE ctrl cmd _string(e, "PARAMS_GOST28147",
param 28147, 0);
if (!re) {

BIO printf(bio_err, "Setting PARAMS_GOST28147 failed\n")

goto err;
}
// Make message digest 3411—-94
BIO printf(bio out, "Make NID_id_GostR3411_94 message digest
\n");
md = ENGINE get digest(e, NID id GostR3411 94);
if (!md) {
BIO printf(bio_err, "Can’t get digest
NID_id_GostR3411_94\n");
rc = —1;
goto err;
}
md ctx = EVP_MD CTX create() ;
rc = EVP_ Digestlnit _ex(md ctx, md, e);
if (rc 1= 1) {
rc = —1;
goto err;
}
rc = EVP DigestUpdate(md ctx, msg, sizeof(msg));
if (re != 1) {

rc = —1;
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goto err;
}
rc = EVP DigestFinal(md ctx, hash, &hash len);
if (re != 1) {

rc = —1;

goto err;

}
EVP_MD CTX destroy(md ctx) ;

// Sign
memset (sig, 0, sizeof(sig));
// Tenepupyem KJIOUeBYIO Mapy
BIO printf(bio out,
"Generate NID_id_GostR3410_2001 key pair with %s\n",
SN id GostR3410 2001 CryptoPro A ParamSet) ;
if (st) {
OPENSSL_ITEM attr keypair || = {
{STORE ATTR FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR END, NULL, 0, NULL}

};

OPENSSL_ITEM param keypair [| = {
{STORE_PARAM_EVP TYPE, NULL, 0, NULL},
{STORE_PARAM KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

}s

int pkey nid = NID id GostR3410_ 2001;
int parnid = NID id GostR3410 2001 CryptoPro A ParamSet;
char xlabel = label 2001;

attr keypair [0].value = label;
attr _keypair [0]. value size = strlen (label)+1;
param _keypair [0]. value = &pkey nid;

param _keypair [0]. value size = sizeof(pkey nid);

param _keypair [1]. value = &parnid;

param _keypair [1]. value size = sizeof(parnid);

pkey = STORE generate key(st, attr keypair, param keypair);
if (!pkey)

{

BIO puts(bio_err, "Error generating key\n");
ERR_ print errors(bio err);

rc = —1;

goto err;

}

BIO printf(bio_err,
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"Keypair ’%s’ with algorithm %s and paramset %s generated
in store\n",

label , OBJ_ nid2sn(pkey nid), OBJ_ nid2sn(parnid));
} else {
pectx = EVP_PKEY CTX new id(NID id GostR3410 2001, e);
if (!pectx) {
fprintf(stderr , "EVP_PKEY_CTX_new_id failed\n");
rc = —1;
goto err;
}
if (EVP_PKEY keygen init(pectx) <= 0) {
fprintf (stderr, "EVP_PKEY_keygen_init failed\n");
rc = —1;
goto err;
¥
rc = EVP_PKEY CTX ctrl(pectx, -1, —1,
EVP_PKEY CTRL_GOST2012_PARAMSET,
NID id GostR3410 2001 CryptoPro A ParamSet, NULL) ;
if (re 1= 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
rc —1;
goto err;
}
if (EVP_PKEY keygen(pectx, &pkey) <= 0) {
fprintf(stderr, "EVP_PKEY_keygen failed\n");
rc = —1;
goto err;

}
EVP PKEY CTX free(pectx);
}
lec_gost2012 key = (LC_GOST2012 KEYPAIR x)EVP_ PKEY getO( pkey) ;
if (lecc gost2012 key—>is real priv_key) {
BIO printf(bio_out, "Generated private key:\n");
bio print hex(bio out, lcc gost2012 key—>priv_key value,
lecc _gost2012 key—>priv_key len);
} else {
BIO printf(bio_out, "Generated private key ID:\n");
bio print hex(bio out, lcc gost2012 key—>priv_key id,
sizeof (lcc _gost2012 key—>priv_key id));

// Create Sign context with ENGINE
BIO printf(bio_out, "Create sign context\n");
ctx = EVP_PKEY CTX new(pkey, e);

if (ctx) {
nCECH,,
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// Sign hash data
BIO printf(bio_out, "Sign message hash\n");
rc = EVP_ PKEY sign init(ctx);
if (re = 1) {
rc = EVP_PKEY sign(ctx, sig, &sig len, hash,
hash len);
if (re) {
rc = —1;
goto err;
}
BIO printf(bio_out, "Signature generated 0K\n");
} else {
rc = —1;
goto err;
}
EVP PKEY CTX free(ctx);
}

// Verify
// Create Verify context with ENGINE
BIO printf(bio_out, "Create verify context\n");
ctx = EVP_PKEY CTX new(pkey, e);
if (ctx) {
// Verify signature
BIO printf(bio out, "Verify message hash signature\n");
rc = EVP_PKEY verify init(ctx);
if (rce = 1) {
rc = EVP_ PKEY verify(ctx, sig, sig len, hash,
hash len);
if ('re) {
rc = —1;
goto err;
}
BIO printf(bio_out, "Signature verified O0K\n");
} else {
rc = —1;
goto err;
}
EVP PKEY CTX free(ctx);
}
EVP_ PKEY free(pkey) ;
pkey = NULL;

// Make message digest 3411-2012—256
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BIO printf(bio out,
"Make NID_id_tc26_gost3411_2012_256 message digest\n");
md = ENGINE get digest(e, NID id tc26 gost3411 2012 256);
if (lmd) {
BIO printf(bio err,
"Can’t get digest NID_id_tc26_gost3411_2012_256\n");
rc = —1;
goto err;
}
md ctx = EVP_MD CTX create() ;
rc = EVP_ Digestlnit _ex(md ctx, md, e);
if (rc != 1) {
rc = —1;
goto err;
}
rc = EVP DigestUpdate(md ctx, msg, sizeof(msg));
if (re != 1) {
rc = —1;
goto err;
}
rc = EVP DigestFinal (md ctx, hash, &hash len);
if (re !=1) {
rc = —1;

goto err;

}

EVP_MD CTX destroy(md ctx) ;

// Sign
memset (sig, 0, sizeof(sig));
// TeHepupyem KimoueByIO mapy
BIO printf(bio_out,
"Generate NID_id_tc26_gost3410_2012_256 key pair with %s\n",
SN id GostR3410 2001 CryptoPro A ParamSet) ;
if (st) {
OPENSSL_ITEM attr keypair [| = {
{STORE ATTR, FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR, END, NULL, 0, NULL}

}s

OPENSSL_ITEM param keypair || = {
{STORE_PARAM_EVP TYPE, NULL, 0, NULL},
{STORE_PARAM KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

}s

int pkey nid = NID id tc26 gost3410 2012 256;
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int parnid = NID id GostR3410 2001 CryptoPro A ParamSet;
char xlabel = label 2012 256;

attr _keypair [0]. value = label;

attr keypair [0]. value size = strlen (label)+1;
param _keypair [0]. value = &pkey nid;

param keypair [0]. value size sizeof (pkey nid);
param keypair [1]. value = &parnid;

param_keypair [1]. value size = sizeof(parnid);

pkey = STORE generate key(st, attr keypair, param keypair);
if (!pkey)

{

BIO puts(bio_err, "Error generating key\n");
ERR_ print errors(bio err);
rc = —1;
goto err;
}
BIO printf(bio err,
"Keypair ’%s’ with algorithm %s and paramset %s generated
in store\n",
label , OBJ nid2sn(pkey nid), OBJ nid2sn(parnid));
} else {
pectx = EVP_PKEY CTX new id(NID id tc26 gost3410 2012 256, e
)

)

if (!pectx) {
fprintf(stderr , "EVP_PKEY_CTX_new_id failed\n");
rc = —1;

goto err;

}

if (EVP_PKEY keygen init(pectx) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen_init failed\n");
rc = —1;
goto err;

¥

rc = EVP_PKEY CTX ctrl(pectx, —1, —1,

EVP_PKEY CTRL_GOST2012 PARAMSET,

NID id GostR3410 2001 CryptoPro A ParamSet, NULL) ;

if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
rc = —1;
goto err;

}

if (EVP_PKEY keygen(pectx, &pkey) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen failed\n");
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rc = —1;

goto err;

}
EVP_PKEY CTX_ free(pectx);

}
lecc _gost2012 key = (LC_GOST2012 KEYPAIR *)EVP_ PKEY getO(pkey) ;
if (lcc gost2012 key—>is real priv_key) {
BIO printf(bio_out, "Generated private key:\n");
bio print hex(bio_out, lcc gost2012 key—>priv_key value,
lecc gost2012 key—>priv_key len);
} else {
BIO printf(bio_out, "Generated private key ID:\n");
bio print hex(bio out, lcc gost2012 key—>priv_key id,
sizeof (lcc_gost2012 key—>priv_key id));

// Create Sign context with ENGINE
BIO printf(bio_out, "Create sign context\n");
ctx = EVP_PKEY CTX new(pkey, e);
if (ctx) {
// Sign hash data
BIO printf(bio_out, "Sign message hash\n");
rc = EVP_ PKEY sign init(ctx);

if (rc 1) {
rc = EVP_PKEY sign(ctx, sig, &sig len, hash,
hash len);
if (lre) {
rc = —1;
goto err;
}
BIO printf(bio_out, "Signature generated OK\n");
} else {
rc —1;
goto err;
}
EVP PKEY CTX free(ctx);
}
// Verify

// Create Verify context with ENGINE
BIO printf(bio out, "Create verify context\n");
ctx = EVP_PKEY CTX new(pkey, e);
if (ctx) {
// Verify signature
BIO printf(bio_out, "Verify message hash signature\n");
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rc = EVP PKEY verify init(ctx);
if (re =— 1) {
rc = EVP_ PKEY verify(ctx, sig, sig len, hash,
hash len);
if (lre) {
rc = —1;
goto err;

}

BIO printf(bio_out, "Signature verified 0K\n");
} else {

rc = —1;
goto err;
}
EVP PKEY CTX free(ctx);
}
EVP PKEY free(pkey);
pkey = NULL;

// Make message digest 3411—-2012—512

BIO printf(bio_out,
"Make NID_id_tc26_gost3411_2012_512 message digest\n");
md = ENGINE get digest(e, NID id tc26 gost3411 2012 512);
if ('md) {

BIO printf(bio err,

"Can’t get digest NID_id_tc26_gost3411_2012_512\n");
rc —1:
goto err;

}
md ctx = EVP_MD CTX create() ;
rc = EVP_ Digestlnit _ex(md ctx, md, e);
if (rc 1= 1) {
re —1;
goto err;

¥
rc = EVP_ DigestUpdate (md ctx, msg, sizeof(msg));
if (rc != 1) {

rc —1:

goto err;

}

rc = EVP DigestFinal(md ctx, hash, &hash len);
if (re != 1) {

re —1;
goto err;
}
cgen.,
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EVP _MD CTX destroy(md ctx) ;

// Sign
memset (sig, 0, sizeof(sig));
// TeHepupyeMm KJOU€BYIO mapy
BIO printf(bio_out,
"Generate NID_id_tc26_gost3410_.2012_512 key pair with %s\n",
SN id tc26 gost 3410 2012 512 paramSetA);
if (st) {
OPENSSL_ITEM attr keypair || = {
(STORE ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

H

OPENSSL _ITEM param keypair [| = {
{STORE_PARAM EVP TYPE, NULL, 0, NULL},
{STORE_PARAM KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

i

int pkey nid = NID id tc26 gost3410 2012 512;
int parnid = NID id tc26 gost 3410 2012 512 paramSetA;
char xlabel = label 2012 512;

attr _keypair [0]. value = label;
attr keypair [0]. value size = strlen (label)+1;
param keypair [0]. value = &pkey nid;

param_keypair [0]. value size = sizeof(pkey nid);

param keypair[1]. value = &parnid;
param_keypair [1]. value size = sizeof(parnid);

pkey = STORE generate key(st, attr keypair, param keypair);
if (!pkey)

{

BIO puts(bio_err, "Error generating key\n");
ERR _print_errors(bio_err);
rc = —1;
goto err;
}
BIO printf(bio err,
"Keypair ’%s’ with algorithm %s and paramset %s generated
in store\n",
label , OBJ nid2sn(pkey nid), OBJ nid2sn(parnid));
} else {
pectx = EVP_PKEY CTX new id(NID id tc26 gost3410 2012 512, e
) ;

;f (!'pectx) {
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fprintf(stderr, "EVP_PKEY_CTX_new_id failed\n");
rc = —1;
goto err;
}
if (EVP_PKEY keygen init(pectx) <= 0) {
fprintf(stderr, "EVP_PKEY_keygen_init failed\n");
rc =1
goto err;
}
rc = EVP_PKEY CTX ctrl(pectx, -1, —1,
EVP_ PKEY CTRL_ GOST2012 PARAMSET,
NID id tc26 gost 3410 2012 512 paramSetA, NULL);
if (rec != 1) {
BIO printf(bio err, "EVP_PKEY_CTX_ctrl failed\n");
rc = —1;
goto err;
}
if (EVP_PKEY keygen(pectx, &pkey) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen failed\n");
rc = —1;
goto err;
}
EVP PKEY CTX free(pectx);
}
lec gost2012 key = (LC_GOST2012 KEYPAIR *)EVP PKEY getO(pkey) ;
if (lcc_gost2012 key—>is real priv_key) {
BIO printf(bio_out, "Generated private key:\n");
bio print hex(bio out, lcc gost2012 key—>priv_key value,
lecc _gost2012 key—>priv_key len);
} else {
BIO printf(bio_out, "Generated private key ID:\n");
bio print hex(bio out, lcc gost2012 key—>priv_key id,
sizeof (lcc _gost2012 key—>priv_key id));

// Create Sign context with ENGINE
BIO printf(bio_out, "Create sign context\n");
ctx = EVP_PKEY CTX new(pkey, e);
if (ctx) {

// Sign hash data

BIO printf(bio out, "Sign message hash\n");

rc = EVP PKEY sign init(ctx);

if (re = 1) {

rc = EVP_PKEY sign(ctx, sig, &sig len, hash,

hash len);
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if (lre) {
rc = —1;
goto err;
}
BIO printf(bio out, "Signature generated 0K\n");
} else {
rc = —1;
goto err;
}
EVP PKEY CTX free(ctx);
}
// Verify

// Create Verify context with ENGINE
BIO printf(bio_out, "Create verify context\n");
ctx = EVP_PKEY CTX new(pkey, e);
if (ctx) {
// Verify signature
BIO printf(bio_out, "Verify message hash signature\n");
rc = EVP_PKEY verify init(ctx);
if (re =— 1) {
rc = EVP_PKEY verify(ctx, sig, sig len, hash,

hash len);
if (lre) {
rc = —1;
goto err;
}
BIO printf(bio_out, "Signature verified 0K\n");
} else {
rc = —1;
goto err;
}
EVP PKEY CTX free(ctx);
}
EVP_PKEY free(pkey) ;
pkey = NULL;
if (st) {
// Remove created token objects
OPENSSL _ITEM attr keypair || = {
{STORE_ATTR, FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}
}s
AMCECH
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attr _keypair [0]. value label 2001 ;

attr _keypair [0]. value size = strlen (label 2001)+1;

rc = STORE delete private key(st, attr keypair, NULL);

if (re != 1) {
BIO printf(bio err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;

}

rc = STORE delete public_key(st, attr keypair, NULL);

if (re != 1) {
BIO printf(bio_err, "STORE_delete_public_key failed\n" );
rc = —1;
goto err;

}

attr keypair [0]. value = label 2012 256;
attr _keypair [0]. value size = strlen (label 2012 256)+1;
rc = STORE delete private key(st, attr keypair, NULL);
if (re 1= 1) {
BIO printf(bio_err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;

¥

rc = STORE delete public_key(st, attr keypair, NULL);

if (rc != 1) {
BIO printf(bio_err, "STORE_delete_public_key failed\n" );
rc = —1;
goto err;

}

attr _keypair [0]. value = label 2012 512;

attr keypair [0]. value size = strlen (label 2012 512)-+1;

rc = STORE delete private key(st, attr keypair, NULL);

if (rc != 1) {
BIO printf(bio_err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;

}

rc = STORE delete public_key(st, attr keypair, NULL);

if (rc 1= 1) {
BIO printf(bio_err, "STORE_delete_public_key failed\n" );
rc = —1;
goto err;

}
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}
BIO printf(bio err, "Free OpenSSL interface objects\n");
if (st)
STORE_free(st);
st = NULL;
if (e)
ENGINE _free(e);
e = NULL;

if (bio_ out)
BIO free(bio_out);

BIO printf(bio_err, "%s sign/verify test SUCCESS\n",
engine path);

if (engine path)
OPENSSL _free(engine path);
if (api_ path)
OPENSSL free(api path);
if (slot)
OPENSSL _free(slot ) ;
rc = 0;
return rc;

err:
if (engine path)

OPENSSL free(engine path);
if (api_path)

OPENSSL _free(api_path);
if (slot)

OPENSSL _free(slot);
if (st)

STORE free(st);

if (e)

ENGINE _free(e);

ERR _ print errors(bio err);
if (bio_ out)

BIO free(bio_out);
rc = —1;

return rc;
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5.5 VKO

JIaHHBIA TecT reHepUpyeT W CPABHUBAET KJIOYM OOMEHa OTIIPABUTENA U IOJIydaTesIsd
o ajropurmaM VKO 6e3 guBepcudukaium.

JImcruar 5.5: lc_core 2012 vko.c

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

void bio
size

for (

<stdio .h>

<string .h>

<stdlib .h>
<openssl/bio.h>
<openssl/crypto.h>
<openssl/x509.h>
<openssl/engine . h>
<openssl/store.h>
<openssl/err.h>
"lc_keypair_2012.h"
"lc_defs_2012.h"
"getopt.h"

print _hex (BIO *bio, unsigned char xbuf, size t len)
t i

i=0; i<len; i++)

BIO _printf(bio, "%02X%c", buf[i],

(
}

BIO xbio err

BIO xbio

(i+1)=len ||!((i+1)%16))?°\n’>:> *);

— NULL;
— NULL;

out

// Tect memoucrpupyer npumenenue ajroputmon VKO
// 6e3 auBepcuduKaUu pe3yJabTUDPYKIIETO COTJaCOBAHHOTO KJIOYA .
int main(int argc, char xxargv)
{
int rc;
ENGINE xe = NULL;
STORE xst = NULL;
EVP_PKEY xpkey send =
EVP_PKEY s*pkey recp =

NULL;
NULL;

LC_GOST2012 KEYPAIR #gost2012 key send = NULL;
LC GOST2012 KEYPAIR #gost2012 key recp = NULL;
static int param buf;
static unsigned int param buf len = 0;
EVP_PKEY CTX xctx = NULL;

// TK 26 pexkomenmyer ucnoib3zoBaTb pasmep UKM,
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// paBHbii 1/8 jyMHBI OTKPBITOTO KJjKo4a B OaiiTax,

/) T.e. nmbo 8, nmubo 16 Oaiiros.
static unsigned char ukm|| = {

0xfb, 0x2e, Ox4a, 0x12, 0x94, Oxda, Oxc7, 0x18,
0xbb, Oxdc, O0xf2, 0x17, 0x34, Ox6a, 0x69, 0x2f,
}s
unsigned char kek send[256];
unsigned int kek send len;
unsigned char kek recp[256];
unsigned int kek recp len;
EVP_PKEY CIX #xctx send = NULL;
EVP_PKEY CIX xctx recp = NULL;
#ifdef WIN32

static char xdefault engine path = "lc_core_2012";

#elif  APPLE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";

#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";

#endif

char xengine path = NULL;
char xapi path = NULL;
extern char xoptarg;

int c;
char label 2001 send|[] = "send_keypair_2001";
char label 2001 recp[] = "recp_keypair_2001";
char label 2012 256 send|[] = "send_keypair_2012_256";
char label 2012 256 recp|| = "recp_keypair_2012_256";
char label 2012 512 send || = "send_keypair_2012_512";
char label 2012 512 recp[] = "recp_keypair_2012_512";

while ((¢ = getopt (argc, argv, "e:a:"))!l=—1){
switch (c){
case ’e’:
engine path = BUF strdup(optarg);
break;
case ’a’:
api_path = BUF _strdup(optarg);
break;
¥

}
if (!engine path) {
engine path = BUF _strdup(default engine path);
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// Error messages output
if (bio_err = NULL)
if ((bio_err = BIO_new(BIO s file())) != NULL)
BIO set fp(bio_err, stdout, BIO NOCLOSE|BIO FP TEXT) ;

// Standard output
if (bio_out = NULL)
if ((bio_out=BIO new(BIO s file())) != NULL)
BIO set fp(bio_out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

ENGINE load builtin engines() ;
BIO printf(bio out,
"lc_core_2012_vko_derive test\n"

ll::::::::::::::::::::::::::::::::::::::::::::::::::\n“) 3
e = ENGINE by id("dynamic");
if (e)
{

// Try to load other engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)

|| 'ENGINE_ ctrl cmd_string(e, "LOAD", NULL, 0))
{
BIO printf(bio_err, "Loading ENGINE %s failed\n",
engine path);
goto err;
}

if (api_path) {
if (!ENGINE ctrl cmd_ string(e, "ATTACH_API", api_ path, 0)
| ['ENGINE ctrl cmd_string(e, "ENGINE_ID", api_path, 0)
| |! ENGINE ctrl cmd_string(e, "OPEN_SESSION", "
CKF_SERIAL_SESSION|CKF_RW_SESSION", 0)

||! ENGINE ctrl _cmd_string(e, "LOGIN", "01234567", 0))

{
BIO printf(bio_err, "ATTACH_API %s failed\n", api_path);
goto err;

}

// Tonyuaem u3z ENGINE wunrepdeiic STORE.

st = STORE_ new_engine(e);

if (Ist) {
BIO printf(bio_err, "ENGINE has no STORE interface\n");
rc = —1;
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goto err;

}
}
}

BIO printf(bio err, "Engine %s:0x%x loaded with id ’%s’\n",
engine path, e, ENGINE get id(e));

// 2001
BIO printf(bio_out,
"Generate sender NID_id_GostR3410_2001 key pair\n"
" with %s\n",
SN id GostR3410 2001 CryptoPro A ParamSet) ;
if (st) {
OPENSSL_ITEM attr keypair || = {
(STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

}s

OPENSSL_ITEM param _keypair [| = {
{STORE_PARAM_EVP_TYPE, NULL, 0, NULL},
{STORE_PARAM _KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

};

int pkey nid = NID id GostR3410 2001;
int parnid = NID id GostR3410 2001 CryptoPro A ParamSet;
char xlabel = label 2001 send;

attr keypair [0]. value = label;
attr _keypair [0]. value size = strlen (label)+1;
param _keypair [0]. value = &pkey nid;

param _keypair [0]. value size = sizeof(pkey nid);
param_keypair [1]. value = &parnid;
param _keypair|[1]. value size = sizeof(parnid);

pkey send = STORE generate key(st, attr keypair,
param _keypair) ;
if (!pkey send)

{
BIO puts(bio_err, "Error generating key\n");
ERR_ print errors(bio err);
rc = —1;
goto err;
}

BIO printf(bio_err,
"Keypair ’%s’ with algorithm %s and paramset %s generated
in store\n",
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label , OBJ nid2sn(pkey nid), OBJ nid2sn(parnid));

} else {
ctx = EVP_PKEY CTX new id(NID id GostR3410 2001, e);
if (letx) {
fprintf(stderr, "EVP_PKEY_CTX_new_id failed\n");
rc = —1;
goto err;
¥

if (EVP_PKEY keygen init(ctx) <= 0) {
fprintf(stderr, "EVP_PKEY_keygen_init failed\n");
rc = —1;
goto err;
}
rc = EVP_PKEY CTX ctrl(ctx, —1, —1
EVP_PKEY CTRL GOST2012_ PARAMSET,
NID id GostR3410 2001 CryptoPro A ParamSet, NULL) ;
if (re != 1) {
BIO printf(bio err, "EVP_PKEY_CTX_ctrl failed\n");
rc = —1;
goto err;
}
if (EVP_PKEY keygen(ctx, &pkey send) <= 0) {
fprintf(stderr, "EVP_PKEY_keygen failed\n");
rc = —1;
goto err;

}
EVP_PKEY CTX_ free(ctx);

)

¥

if (!pkey send) {
rc = —1;
goto err;

}

// Get GOST keypair interface data

gost2012 key send = (LC_GOST2012 KEYPAIR *)EVP PKEY getO(
pkey send);

BIO printf(bio_out,
"Generate recipient NID_id_GostR3410_2001 key pair\n"

" with %s\n",

SN id GostR3410 2001 CryptoPro_ A ParamSet) ;
if (st) {

OPENSSL_ITEM attr keypair || = {

{STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR END, NULL, 0, NULL}
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}s

OPENSSL_ITEM param keypair || = {
(STORE_PARAM_EVP TYPE, NULL, 0, NULL},
{STORE_PARAM KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

}s

int pkey nid = NID id GostR3410 2001;
int parnid = NID id GostR3410 2001 CryptoPro A ParamSet;
char xlabel = label 2001 recp;

attr _keypair [0]. value = label;
attr keypair [0].value size = strlen (label)+1;
param _keypair [0]. value = &pkey nid;

param keypair [0]. value size = sizeof(pkey nid);
param_keypair [1]. value = &parnid;
param keypair|[1].value size = sizeof(parnid);

pkey recp = STORE generate key(st, attr keypair,
param _keypair) ;
if (!pkey recp)
{
BIO puts(bio_err, "Error generating key\n");
ERR _ print errors(bio_err);
rc = —1;
goto err;
}
BIO printf(bio_err,
"Keypair ’%s’ with algorithm %s and paramset %s generated

in store\n",
label , OBJ nid2sn(pkey nid), OBJ nid2sn(parnid));

} else {
ctx = EVP_PKEY CTX new id(NID id_GostR3410 2001, e);
if (letx) {
fprintf(stderr , "EVP_PKEY_CTX_new_id failed\n");
rc = —1;
goto err;
}

if (EVP_PKEY keygen init(ctx) <= 0) {
fprintf(stderr, "EVP_PKEY_keygen_init failed\n");
rc = —1;
goto err;

¥

rc = EVP_PKEY CTX ctrl(ctx, —1, —1,

EVP_PKEY CTRL_GOST2012_ PARAMSET

NID id GostR3410 2001 CryptoPro A ParamSet, NULL) ;
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}

if (rc != 1) {
BIO printf(bio err, "EVP_PKEY_CTX_ctrl failed\n");
rc = —1;
goto err;

}

if (EVP_PKEY keygen(ctx, &pkey recp) <= 0) {
fprintf(stderr, "EVP_PKEY_keygen failed\n");
rc = —1;
goto err;

}
EVP_PKEY CTX free(ctx);

if (!pkey recp) {
rc = —1;
goto err;
}
// Get GOST keypair interface data
gost2012 key recp = (LC_GOST2012 KEYPAIR x)EVP PKEY getO(
pkey_recp);

BIO printf(bio_out, "Derive sender key encryption key\n");

ctx send = EVP_PKEY CTX new(pkey send, e);

if (lctx send) {
BIO printf(bio_err, "EVP_PKEY_CTX_new failed\n");
goto err;

}

rc = EVP PKEY derive init(ctx send);

if (re 1= 1) {
BIO printf(bio_ err, "EVP_PKEY_derive_init failed\n");
goto err;

}

rc = EVP_PKEY CTX ctrl(ctx send, -1,

EVP_PKEY OP DERIVE, EVP PKEY CTRL_SET 1V,

EVP PKEY size(pkey recp) /8, ukm);

if (rec != 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
goto err;

}

rc = EVP PKEY derive set peer(ctx send, pkey recp);

if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_derive_set_peer failed\n")

goto err;

AU
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// Tlpu ucnonbzosanuu lc_pll core 2012 renepupyercss CecCCHOHHBII
// K04 cOrjacoBaHWs , [IOTOMYy HA TOKEHE OH HEe COXPaHSAeTCs .
rc = EVP PKEY derive(ctx send, kek send, &kek send len);
if (re != 1) {
BIO printf(bio_ err, "EVP_PKEY_derive failed\n");
goto err;
}
EVP PKEY CTX free(ctx send);
if (kek send len != 32) {
BIO printf(bio_err, "Invalid kek_send_len = %d\n",
kek send len);
goto err;

}

BIO printf(bio_out, "Derive recipient key encryption key\n")

ctx _recp = EVP_PKEY CTX new(pkey recp, e);

if (lctx_recp) {
BIO printf(bio_err, "EVP_PKEY_CTX_new failed\n");
goto err;

¥

rc = EVP_ PKEY derive init(ctx recp);

if (rec != 1) {
BIO printf(bio_err, "EVP_PKEY_derive_init failed\n");
goto err;

}

rc = EVP_PKEY CTX ctrl(ctx recp, —1,

EVP _PKEY OP DERIVE, EVP PKEY CTRL SET IV,

EVP_ PKEY size(pkey recp) /8, ukm) ;

if (re != 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
goto err;

}

rc = EVP_PKEY derive set peer(ctx recp, pkey send);

if (rec != 1) {
BIO printf(bio_err, "EVP_PKEY_derive_set_peer failed\n")

goto err;

}

// Tlpu ucnonbzosanuu lc_pll core 2012 renepupyercs cecCHUOHHBIH
// KJIO4 cOrjacoBaHWs, IOITOMYy Ha TOKEHE OH He COXPAHAETCH .
rc = EVP_PKEY derive(ctx recp, kek recp, &kek recp len):;
if (re != 1) {
BIO printf(bio_err, "EVP_PKEY_derive failed\n");
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goto err;
}
EVP PKEY CTX free(ctx recp);
if (kek recp len != 32) {
BIO printf(bio_err, "Invalid kek_recp_len = %d\n",
kek recp len);
goto err;
}

BIO printf(bio_err, "kek_send:\n");
bio print hex(bio err, kek send, 32);
BIO printf(bio_err, "kek_recp:\n");
bio print hex(bio err, kek recp, 32);
if (memcmp(kek send, kek recp, 32) != 0) {
BIO printf(bio_err, "kek_send and kek_recp are different
\n");

!
BIO printf(bio_out,
"Sender and recipient key encryption keys are equal\n"

goto err;

// 2012—256
BIO printf(bio out,
"Generate sender NID_id_tc26_gost3410_2012_256 key pair\n"
" with %s\n",
SN id GostR3410 2001 CryptoPro A ParamSet) ;
if (st) {
OPENSSL_ITEM attr keypair|[] = {
{STORE ATTR FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

}s

OPENSSL_ITEM param _keypair [| = {
{STORE_PARAM_EVP TYPE, NULL, 0, NULL},
{STORE_PARAM KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

}s

int pkey nid = NID id tc26 gost3410 2012 256;
int parnid = NID id GostR3410 2001 CryptoPro A ParamSet;
char xlabel = label 2012 256 send;

attr keypair [0].value = label;

attr _keypair [0]. value size = strlen (label)+1;
param _keypair [0]. value = &pkey nid;

param _keypair [0]. value size = sizeof(pkey nid);

ANMCECH

codot 55



I'maBa 5. Ilpumepbl mporpaMm 5.5. VKO

param keypair [1]. value = &parnid;
param_keypair [1]. value size sizeof (parnid) ;
pkey send = STORE generate key(st, attr keypair,
param _keypair) ;
if (!pkey send)
{
BIO puts(bio err, "Error generating key\n");
ERR_print_ errors(bio err);
rc = —1;
goto err;
}
BIO printf(bio err,
"Keypair ’%s’ with algorithm %s and paramset %s generated
in store\n",
label , OBJ nid2sn(pkey nid), OBJ nid2sn(parnid));
} else {
ctx = EVP_PKEY CTX new id(NID id tc26 gost3410 2012 256, e);
if (letx) {
fprintf(stderr , "EVP_PKEY_CTX_new_id failed\n");
rc = —1;
goto err;
}
if (EVP_PKEY keygen init(ctx) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen_init failed\n");
rc —1;
goto err;

}
rc = EVP_PKEY CTX ctrl(ctx, —1, —1,
EVP PKEY CTRL GOST2012 PARAMSET,

NID id GostR3410 2001 CryptoPro A ParamSet, NULL) ;

if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
rc = —1;
goto err;

}

if (EVP_PKEY keygen(ctx, &pkey send) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen failed\n");

rc = —1;

goto err;
}
EVP PKEY CTX free(ctx);

}
if (!pkey send) {
rc = —1;
AMCECH
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goto err;
}
// Get GOST keypair interface data
gost2012 key send = (LC_GOST2012 KEYPAIR x)EVP PKEY getO(

pkey send);

BIO printf(bio_out,

"Generate recipient NID_id_tc26_gost3410_2012_256 key pair\n

" with %s\n",

SN id GostR3410 2001 CryptoPro A ParamSet) ;

if (st) {

OPENSSL_ITEM attr keypair || = {
{STORE ATTR, FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

}s

OPENSSL_ITEM param keypair [| = {
{STORE_PARAM_EVP TYPE, NULL, 0, NULL},
(STORE_PARAM KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

}s

int pkey nid = NID id tc26 gost3410 2012 256;
int parnid = NID id GostR3410 2001 CryptoPro A ParamSet;
char xlabel = label 2012 256 recp;

attr _keypair [0]. value = label;
attr keypair [0]. value size = strlen (label)+1;
param_keypair [0]. value = &pkey nid;

param keypair [0]. value size = sizeof(pkey nid);
param _keypair [1]. value = &parnid;
param _keypair [1]. value size = sizeof(parnid);

pkey recp = STORE generate key(st, attr keypair,
param_keypair) ;
if (!pkey_recp)

{
BIO puts(bio_err, "Error generating key\n");
ERR _ print_ errors(bio_err);
rc = —1;
goto err;
}

BIO printf(bio err,
"Keypair ’%s’ with algorithm %s and paramset %s generated

in store\n",

label ;, OBJ nid2sn(pkey nid), OBJ nid2sn(parnid));
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} else {

ctx = EVP_PKEY CTX new id(NID id tc26 gost3410 2012 256, e);
if (letx) {

fprintf(stderr , "EVP_PKEY_CTX_new_id failed\n");

rC =1

goto err;
}

if (EVP_PKEY keygen init(ctx) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen_init failed\n");
rc —1;
goto err;

}
rc = EVP_PKEY CTX ctrl(ctx, —1, —1,
EVP_PKEY CTRL_ GOST2012 PARAMSET,
NID id GostR3410 2001 CryptoPro A ParamSet, NULL) ;
if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
rc = —1;
goto err;
}
if (EVP_PKEY keygen(ctx, &pkey recp) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen failed\n");

rc = —1;
goto err;
}
EVP PKEY CTX free(ctx);
}
if (!pkey recp) {
rc —1;
goto err;
}

// Get GOST keypair interface data

gost2012 key recp = (LC_GOST2012 KEYPAIR x)EVP PKEY getO(
pkey recp);

BIO printf(bio_out, "Derive sender key encryption key\n");
ctx send = EVP_PKEY CTX new(pkey send, e);
if (!ctx_send) {

BIO printf(bio_err, "EVP_PKEY_CTX_new failed\n");
goto err;

}
rc = EVP_PKEY derive init(ctx send);
if (re != 1) {

BIO printf(bio_err, "EVP_PKEY_derive_init failed\n");
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goto err;
}
rc = EVP_PKEY CTX ctrl(ctx send, -1,
EVP_PKEY OP_DERIVE, EVP PKEY CIRL _SET 1V,
EVP PKEY size(pkey recp) /8, ukm);
if (re 1= 1) {
BIO printf(bio err, "EVP_PKEY_CTX_ctrl failed\n");
goto err;
}
rc = EVP PKEY derive set peer(ctx send, pkey recp);
if (rec !=1) {
BIO printf(bio_err, "EVP_PKEY_derive_set_peer failed\n")

goto err;

}

// Tlpu ucnonvzosauuu lc _pll core 2012 reHepupyeTcs CecCHOHHBII
// KoY cOorjacoBaHWs, MOTOMYy Ha TOKEHE OH HE COXPaHSAETCH .
rc = EVP PKEY derive(ctx send, kek send, &kek send len);
if (re 1= 1) {
BIO printf(bio_err, "EVP_PKEY_derive failed\n");
goto err;
}
EVP PKEY CTX free(ctx send);
if (kek send len != 32) {
BIO printf(bio_err, "Invalid kek_send_len = %d\n",
kek send len);
goto err;

}

BIO printf(bio_out, "Derive recipient key encryption key\n")
)
ctx recp = EVP_PKEY CTX new(pkey recp, e);
if (letx _recp) {
BIO printf(bio_err, "EVP_PKEY_CTX_new failed\n");
goto err;

}

rc = EVP PKEY derive init(ctx recp);

if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_derive_init failed\n");
goto err;

}

rc = EVP_PKEY CTX ctrl(ctx_ recp, —1,
EVP PKEY OP DERIVE, EVP PKEY CIRL SET IV,
EVP PKEY size(pkey recp) /8, ukm) ;

ANMCECH

codot 59



IiraBa 5. Ilpumepbr mporpamMm 5.5. VKO

if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
goto err;

}

rc = EVP_ PKEY derive set peer(ctx recp, pkey send);
if (re 1= 1) {
BIO _printf(bio_err, "EVP_PKEY_derive_set_peer failed\n")

goto err;
}
// Ilpu ucnonbzosanuu lc_pll core 2012 remepupyercs cecCHUOHHbI
// KJHO4 cOrjacoBaHWs, IIO9TOMYy Ha TOKEHEe OH He COXPAaHIeTCs .
rc = EVP PKEY derive(ctx recp, kek recp, &kek recp len);
if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_derive failed\n");
goto err;

}
EVP PKEY CTX free(ctx recp);
if (kek recp len != 32) {
BIO printf(bio_err, "Invalid kek_recp_len = %d\n",
kek recp len);
goto err;

if (memcmp(kek send, kek recp, 32) != 0) {
BIO printf(bio_err, "kek_send and kek_recp are different
\Il") c

goto err;
¥

BIO printf(bio_out,
"Sender and recipient key encryption keys are equal\n"

// 2012—512
BIO printf(bio out,
"Generate sender NID_id_tc26_gost3410_2012_512 key pair\n"

" with %s\n",

SN _id tc26 gost 3410 2012 512 paramSetA);
if (st) {

OPENSSL_ITEM attr keypair|[] = {

{STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR END, NULL, 0, NULL}

}s
OPENSSL_ITEM param keypair [| = {
{STORE_PARAM EVP TYPE, NULL, 0, NULL},
AMC%CM
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{STORE_PARAM KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}
}s
int pkey nid = NID id tc26 gost3410 2012 512;
int parnid = NID id tc26 gost 3410 2012 512 paramSetA;
char xlabel = label 2012 512 send;

attr keypair [0].value = label;
attr _keypair [0]. value size = strlen (label)+1;
param _keypair [0]. value = &pkey nid;

param _keypair [0]. value size = sizeof(pkey nid);
param keypair |[1]. value = &parnid;
param_keypair [1]. value size = sizeof(parnid);

pkey send = STORE generate key(st, attr keypair,
param _keypair) ;
if (!pkey send)
{
BIO puts(bio err, "Error generating key\n");
ERR _ print_ errors(bio err);
rc = —1;
goto err;
}
BIO printf(bio err,
"Keypair ’%s’ with algorithm %s and paramset %s generated
in store\n",

label , OBJ_ nid2sn(pkey nid), OBJ_ nid2sn(parnid));

} else {
ctx = EVP_PKEY CTX_ new id(NID id tc26 gost3410 2012 512, e);
if (letx) {
fprintf(stderr , "EVP_PKEY_CTX_new_id failed\n");
rc = —1;
goto err;
¥

if (EVP_PKEY keygen init(ctx) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen_init failed\n");
rc = —1;
goto err;

}

rc = EVP_PKEY CTX ctrl(ctx, —1, —1,

EVP PKEY CTRL GOST2012 PARAMSET,

NID id tc26 gost 3410 2012 512 paramSetA, NULL);

if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
rc = —1;
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goto err;

}

if (EVP_PKEY keygen(ctx, &pkey send) <= 0) {
fprintf(stderr, "EVP_PKEY_keygen failed\n");

rc = —1;
goto err;
}
EVP PKEY CTX free(ctx);
}
if (!pkey send) {
rc = —1;
goto err;
}

// Get GOST keypair interface data
gost2012 key send = (LC_GOST2012 KEYPAIR x)EVP PKEY getO(

pkey send);

BIO printf(bio_out,
"Generate recipient NID_id_tc26_gost3410_2012_512 key pair\n

" with %s\n",

SN id tc26 gost 3410 2012 512 paramSetA) ;
if (st) {

OPENSSL_ITEM attr keypair || = {

{STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

}s

OPENSSL_ITEM param _keypair || = {
{STORE_PARAM_EVP TYPE, NULL, 0, NULL},
{STORE PARAM KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

}s

int pkey nid = NID id tc26 gost3410 2012 512;
int parnid = NID id tc26 gost 3410 2012 512 paramSetA;
char xlabel = label 2012 512 recp;

attr _keypair [0]. value = label;
attr keypair [0]. value size = strlen (label)+1;
param _keypair [0]. value = &pkey nid;

param keypair [0]. value size = sizeof(pkey nid);
param _keypair [1]. value = &parnid;
param _keypair [1]. value size = sizeof(parnid);

pkey recp = STORE generate key(st, attr keypair,
param_keypair) ;
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if (!pkey_recp)

BIO puts(bio_err, "Error generating key\n");
ERR _ print_ errors(bio_ err);
rC =1
goto err;
}
BIO printf(bio err,
"Keypair
in store\n",

label ;, OBJ nid2sn(pkey nid), OBJ nid2sn(parnid));

>%s’ with algorithm %s and paramset %s generated

} else {
ctx = EVP_PKEY CTX new id(NID id tc26 gost3410 2012 512, e);
if (letx) {
fprintf(stderr , "EVP_PKEY_CTX_new_id failed\n");
rC =1z
goto err;
}

if (EVP_PKEY keygen init(ctx) <= 0) {

fprintf(stderr , "EVP_PKEY_keygen_init failed\n");
rc —1;

goto err;

}
rc = EVP_PKEY CTX ctrl(ctx, —1, —1,
EVP PKEY CTRL GOST2012 PARAMSET,

NID id tc26 gost 3410 2012 512 paramSetA, NULL);
if (rc 1= 1) {

BIO printf(bio_ err,
rC =1
goto err;

}

if (EVP_PKEY keygen(ctx, &pkey recp) <= 0) {
fprintf(stderr , "EVP_PKEY_keygen failed\n");

"EVP_PKEY_CTX_ctrl failed\n");

rc =1z
goto err;
}
EVP PKEY CTX free(ctx);
}
if (!pkey recp) {
rc —1;
goto err;

}

// Get GOST keypair interface data
gost2012 key recp

— (LC_GOST2012 KEYPAIR #)EVP PKEY get0(
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pkey recp);

BIO printf(bio_out, "Derive sender key encryption key\n");

ctx send = EVP_PKEY CTX new(pkey send, e);

if (lctx_send) {
BIO printf(bio_err, "EVP_PKEY_CTX_new failed\n");
goto err;

}

rc = EVP_PKEY derive init(ctx send);

if (re != 1) {
BIO printf(bio_err, "EVP_PKEY_derive_init failed\n");
goto err;

}

rc = EVP_PKEY CTX ctrl(ctx send, —1,

EVP_PKEY OP DERIVE, EVP PKEY CTRL_SET 1V,

EVP PKEY size(pkey recp) /8, ukm);

if (re != 1) {
BIO printf(bio err, "EVP_PKEY_CTX_ctrl failed\n");
goto err;

}

rc = EVP PKEY derive set peer(ctx send, pkey recp);

if (re !=1) {
BIO printf(bio_err, "EVP_PKEY_derive_set_peer failed\n")

goto err;
}
// Tlpu ucnonbzosanuu lc _pll core 2012 renepupyerTcsi CecCHOHHBII
// KoY cOorjacoBaHWs, MOTOMYy Ha TOKEHE OH HE COXPaHSAETCH .
rc = EVP PKEY derive(ctx send, kek send, &kek send len);
if (re != 1) {
BIO printf(bio_err, "EVP_PKEY_derive failed\n");
goto err;

}
EVP PKEY CTX free(ctx send);

if (kek send len != 32) {
BIO printf(bio_err, "Invalid kek_send_len = %d\n",
kek send len);
goto err;
}

BIO printf(bio_out, "Derive recipient key encryption key\n")

ctx recp = EVP_PKEY CTX new(pkey recp, e);
if (letx _recp) {

nckgH,, .




IiraBa 5. Ilpumepbr mporpamMm 5.5. VKO

BIO printf(bio_err, "EVP_PKEY_CTX_new failed\n");
goto err;

}

rc = EVP PKEY derive init(ctx recp);

if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_derive_init failed\n");
goto err;

}

rc = EVP_PKEY CTX ctrl(ctx recp, —1,

EVP PKEY OP DERIVE, EVP PKEY CIRL SET IV,

EVP PKEY size(pkey recp) /8, ukm) ;

if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_CTX_ctrl failed\n");
goto err;

}

rc = EVP PKEY derive set peer(ctx recp, pkey send);

if (re != 1) {
BIO _printf(bio_err, "EVP_PKEY_derive_set_peer failed\n")

goto err;
}
// Ilpu ucnonbzosanuu lc_pll core 2012 remepupyercs cecCHUOHHbIA
// KoY cOrjacoBaHWs, IO9TOMYy Ha TOKEHEe OH He COXDPaHSIeTCs .
rc = EVP PKEY derive(ctx recp, kek recp, &kek recp len);
if (rc 1= 1) {
BIO printf(bio_err, "EVP_PKEY_derive failed\n");
goto err;

}
EVP PKEY CTX free(ctx recp);

if (kek recp len != 32) {

BIO printf(bio_err, "Invalid kek_recp_len = %d\n",
kek recp len);

goto err;

if (memcmp(kek send, kek recp, 32) != 0) {
BIO printf(bio_err, "kek_send and kek_recp are different
\Il");

goto err;
}

BIO printf(bio_out,
"Sender and recipient key encryption keys are equal\n"

if (st) {

// Remove created token objects
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OPENSSL _ITEM attr keypair || = {
{STORE_ATTR, FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

}s

attr _keypair [0].value = label 2001 send;

attr _keypair [0]. value size = strlen (label 2001 send)+1;

rc = STORE delete private key(st, attr keypair, NULL);

if (rc 1= 1) {
BIO printf(bio_ err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;

}

rc = STORE delete public_key(st, attr keypair, NULL);

if (re != 1) {
BIO printf(bio err, "STORE_delete_public_key failed\n" );
re = =l
goto err;

}

attr _keypair [0]. value = label 2001 recp;

attr keypair [0].value size = strlen (label 2001 recp)-+1;

rc = STORE delete private key(st, attr keypair, NULL);

if (rc != 1) {
BIO printf(bio_err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;

}

rc = STORE delete public_key(st, attr keypair, NULL);

if (rc != 1) {
BIO printf(bio_err, "STORE_delete_public_key failed\n" );
rc = —1;
goto err;

}

attr _keypair [0]. value = label 2012 256 send;
attr _keypair [0]. value size = strlen (label 2012 256 send)-+1;
rc = STORE delete private key(st, attr keypair, NULL);
if (rc 1= 1) {
BIO printf(bio_err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;
}
rc = STORE delete public_key(st, attr keypair, NULL);
if (re !=1) {
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BIO printf(bio err, "STORE_delete_public_key failed\n" );
rc = —1;
goto err;
}
attr _keypair [0]. value = label 2012 256 recp;
attr _keypair [0]. value size = strlen (label 2012 256 recp)+1;
rc = STORE delete private key(st, attr keypair, NULL);
if (re != 1) {
BIO printf(bio_err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;
}
rc = STORE delete public_key(st, attr keypair, NULL);
if (re != 1) {
BIO printf(bio_err, "STORE_delete_public_key failed\n" );
rc = —1;
goto err;

}

attr _keypair [0]. value = label 2012 512 send;
attr _keypair [0]. value size = strlen (label 2012 512 send)-+1;
rc = STORE delete private key(st, attr keypair, NULL);
if (rc != 1) {
BIO printf(bio_err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;
}
rc = STORE delete public_key(st, attr keypair, NULL);
if (rc != 1) {
BIO printf(bio_err, "STORE_delete_public_key failed\n" );
rc = —1;
goto err;
}
attr _keypair [0]. value = label 2012 512 recp;
attr _keypair [0]. value size = strlen (label 2012 512 recp)+1;
rc = STORE delete private key(st, attr keypair, NULL);
if (re != 1) {
BIO printf(bio err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;
}
rc = STORE delete public_key(st, attr keypair, NULL);
if (re != 1) {
BIO printf(bio_err, "STORE_delete_public_key failed\n" );
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goto err;

BIO _printf(bio_out, "lc_core_2012_vko_derive test SUCCESS\n"

) ;

if (pkey send)
EVP PKEY free(pkey send):;
if (pkey recp)
EVP PKEY free(pkey recp);
if (st)
STORE free(st);
st — NULL:
if (e)
ENGINE _free(e) ;
e = NULL;

if (engine path)

OPENSSL _free(engine path);
if (api_path)

OPENSSL free(api path);
if (bio_out)

BIO free(bio_ out);

rc = 0;

return rc;

err:
if (engine path)
OPENSSL _free(engine path);
if (api_path)
OPENSSL _free(api_path);
if (pkey_send)
EVP PKEY free(pkey send):;
if (pkey recp)
EVP PKEY free(pkey recp);
if (st)
STORE _free(st);
if (e)
ENGINE _free(e);
ERR _print_errors(bio_err);
if (bio_ out)
BIO free(bio_out);
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rc = —1;
return rc;

5.6 X509

3arpyska u mpoBepka cepTudukara:

JIuctunr 5.6: lc_core 2012 x509.c

#include
#include
#include
#include
#include
#include
#include

<stdio .h>

<string .h>

<stdlib .h>
<openssl/bio.h>
<openssl/engine . h>
<openssl/crypto.h>
<openssl /pem.h>

#include <openssl/x509.h>
#include <openssl/x509 vfy.h>
#include <openssl/err.h>
#include "getopt.h"
int main(int argc, char sxargv)
{
ENGINE xe = NULL;
const char ca_ bundlestr[|] = "131030/cms-sign2/cms2CA-2012/
cacert.pem";
const char cert filestr[] = "131030/cms-sign2/U_cms_2/cert.pen
BIO xcertbio = NULL;
BIO xoutbio = NULL;
BIO *bio err = NULL;
X509 xerror cert = NULL;
X509 xcert = NULL;

X509 NAME xcertsubject = NULL;
X509 STORE xstore = NULL;
X509 STORE CTX xvrfy ctx = NULL;

int rc
#ifdef WIN32
static char xdefault engine path = "lc_core_2012";
#elif  APPLE
static char xdefault engine path = "/usr/local/lib/engines/

liblc_core_2012.dylib";

#else
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static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";
#endif
char xengine path = NULL;
char xapi path = NULL;
extern char xoptarg;
int c;

while ((¢ = getopt (arge, argv, "e:a:"))l=—1){
switch (c){
case ’e’:
engine path = BUF strdup(optarg);
break;
case ’a’:
api_path = BUF _strdup(optarg);
break;
}

}
if (!engine path) {
engine path = BUF _strdup(default engine path);

}
//

*
// These function calls initialize openssl for correct work.
*

//

OpenSSL _add _all algorithms () ;

ERR_ load BIO strings() ;

ERR load crypto_ strings();

//
*

// Create the Input/Output BIO’s.
*

//
*
certbio = BIO new(BIO s file());

outbio = BIO new fp(stdout, BIO NOCLOSE) ;
bio err = BIO new fp(stderr, BIO NOCLOSE) ;

BIO printf(outbio, "lc_core_2012_x509 test\n");
// Builtin engines should be loaded first
to access uiltin ynamic"' englne then.
b l g Hd Syl S h
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ENGINE load builtin engines() ;
e = ENGINE by id("dynamic");
if (e)

{
// Try to load other engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)
|| 'ENGINE ctrl cmd string(e, "LOAD", NULL, 0))
{

BIO printf(bio_err, "Loading ENGINE %s failed\n",
engine path);

goto err;
}

if (api_path) {
if (!ENGINE ctrl cmd_ string(e, "ATTACH_API", api path, 0)
| [' ENGINE ctrl cmd string(e, "ENGINE_ID", api path, 0)
||' ENGINE_ctrl _cmd_string(e, "OPEN_SESSION", "
CKF_SERIAL_SESSION|CKF_RW_SESSION", 0)
| ['ENGINE ctrl cmd_string(e, "LOGIN", "01234567", 0))
{

BIO printf(bio_ err, "ATTACH_API Y%s failed\n", api_path);
goto err;

}
}
}
BIO printf(bio_err, "Engine %s:0x%x loaded with id ’%s’\n",
engine path, e, ENGINE get id(e));

//
*
nitialize the global certificate validation store object.
Initiali h lobal ifi lidati bj
*
//
*

if (!(store=X509 STORE new())) {
BIO printf(outbio, "Error creating X509_STORE_CTX object\n"

)
exit(—1);

}
//

// Create the context structure for the validation operation.
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*
//

*
vrfy ctx = X509 STORE CTX new() ;

//

*
// Load the certificate and cacert chain from file (PEM).
*

//

BIO printf(outbio, "Load the certificate from file (PEM)\n");

rc = BIO read filename(certbio, cert filestr);

if (! (cert = PEM read bio X509(certbio , NULL, 0, NULL))) {
BIO printf(outbio, "Error loading cert into memory\n");
exit (—1);

}

BIO printf(outbio, "Load cacert chain from file (PEM)\n");

rc = X509 STORE load locations(store, ca_ bundlestr, NULL) ;

if (re 1= 1) {
BIO printf(outbio, "Error loading CA cert or chain file\n");
exit(—1);

}

BIO printf(outbio
"Verify the certificate against cacert chain\n");

//

// Initialize the ctx structure for a verification operation:
*
// Set the trusted cert store, the unvalidated cert, and any
*
// potential certs that could be needed (here we set it NULL)

//

X509 STORE CTX init(vrfy ctx, store, cert, NULL);

//
*
// Check the complete cert chain can be build and validated.

*
// Returns 1 on success, 0 on verification failures , and —1
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*
// for trouble with the ctx object (i.e. missing certificate)

//

rc = X509 verify cert(vrfy ctx);
BIO printf(outbio, "Verification return code: %d\n", rc);

if(rc =0 || rc = 1)
BIO printf(outbio, "Verification result text: %s\n",
X509 verify cert error string(vrfy ctx—>error));

//

*
// The error handling below shows how to get failure details

*
// from the offending certificate.
*

//

if(rc = 0) {

// get the offending certificate causing the failure x
error cert = X509 STORE CTX get current cert(vrfy ctx);
certsubject = X509 NAME new() ;

certsubject = X509 get subject name(error cert);

BIO printf(outbio, "Verification failed cert:\n");

X509 NAME print ex(outbio, certsubject , 0, XN FLAG MULTILINE
).

}

BIO printf(outbio, "lc_core_2012_x509 test SUCCESS\n");

BIO printf(outbio, "\n");

err:

//

*
// Free up all structures
*

//

if (engine path)

OPENSSL _free(engine path);
if (api_path)

OPENSSL _free(api_path);
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X509 STORE CTX free(vrfy ctx);
X509 STORE free(store);
X509 free(cert);
ERR _ print errors(bio err);
BIO free all(certbio);
BIO free all(outbio);
BIO free all(bio err);
ENGINE _free(e) ;

return 0;

5.7 PKCS7

5.7.1 3awundposaHune

Jlucrunr 5.7: lc_core 2012 pkes7 _encrypt.c

#include <stdio.h>
#include <stdlib .h>
#include <string.h>
#include <memory.h>
#include <sys/timeb.h>
#include <openssl/bio.h>
#include <openssl/crypto.h>
#include <openssl/evp.h>
#include <openssl/x509.h>
#include <openssl/pem.h>
#include <openssl/pkes7.h>
#include <openssl/engine.h>
#include <openssl/err.h>
#include "getopt.h"

BIO xbio err = NULL;

BIO xbio_ out = NULL;

ENGINE xe = NULL;

BIO #cert = NULL;

X509 *x = NULL;

char xcert path 2012 256 XA A =
"131030/cms_encr/U_cms_enc_gost2012_256_XA_1.2.643.2.2.31.1/cert
pem™;
xcert _path 2012 256 XB 7Z =

char
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"131030/cms_encr/U_cms_enc_gost2012_256_XB_1.2.643.7.1.2.5.1.1/
cert.pem";

char xcert path 2012 512 B 7 =

"131030/cms_encr/U_cms_enc_gost2012_512_B_1.2.643.7.1.2.5.1.1/

cert.pem";
const charx param 28147 A = "id-Gost28147-89-CryptoPro-A-
ParamSet";
const charx param 28147 7 = "id-tc26-gost-28147-89-param-A";
char xplain path = "131030/cms_encr/encrypt_normalized.dat";

char xp7 2012 256 XA A path = "p7-2012-256-XA-encr-A.der";
char xp7 2012 256 XB 7Z path = "p7-2012-256-XB-encr-Z.der";
char xp7 2012 512 B 7Z path = "p7-2012-512-B-encr-Z.der";
STACK OF(X509) *certs = NULL;

int rc;

int do_ encrypt(char xp7 path)
{
const EVP CIPHER xc;
STACK OF( X509 ) *sk certs = SKM sk new null( X509 );
BIO *in — NULL,
xout = NULL;
PKCS7 xp7 = NULL;

¢ = ENGINE get cipher(e, NID id Gost28147 89);
if (lc) {
BIO printf(bio err,
"Can’t get cipher NID_id_Gost28147_89\n");
goto err;
}

sk X509 push(sk certs, x);

// Open content to encrypt
in = BIO new file(plain path, "r");
if (lin) {

goto err;

}

// Encrypt content
p7 = PKCS7 encrypt(sk certs, in, c, PKCS7 BINARY);

if ('p7) {
goto err;

}

BIO free(in);

out = BIO new file(p7 path, "wb");
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if (lout)
goto err;

// Write out DER message
if ( 0 >=i2d PKCS7 bio( out, p7 ) )
{
BIO printf(bio err,
"i2d_PKCS7_bio () failed\n");
goto err;
}
BIO free(out);
PKCST7 free(p7);
BIO printf(bio out,
"Message encrypted successfully\n");
sk X509 free(sk certs);

BIO printf(bio_ out,
"Looks okay...\n");

return 1;
err:
BIO printf(bio err,
"Error...\n");

return 0;

}

int main( int argc, char xxargv )

{
Hifdef WIN32

static char xdefault engine path = "lc_core_2012";

#elif  APPLE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";

#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";

#endif

char xengine path = NULL;

char xapi path = NULL;
extern char xoptarg;
int c;

while ((¢ = getopt (argc, argv, "e:a:"))l=—1){

switch (c){
case ’e’:
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engine path = BUF strdup(optarg);
break;
case ’a’:
api_path = BUF _strdup(optarg);
break;
}

}
if (!engine path) {
engine path = BUF _strdup(default engine path);

}

// Error messages output
if (bio_err = NULL)
if ((bio_err = BIO _new(BIO s file())) != NULL)
BIO set fp(bio_err, stdout, BIO NOCLOSE|BIO FP TEXT) ;
if (bio out = NULL)
if ((bio_out=BIO_new(BIO s file())) != NULL)
BIO set fp(bio out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

BIO printf(bio_out, "lc_core_2012_pkcs7_encrypt test START\n")

)

ENGINE load builtin engines() ;

e = ENGINE by id("dynamic");
if (e)

{
// Try to load other engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd_ string(e, "SO_PATH", engine path, 0)
|| 'ENGINE_ ctrl cmd_string(e, "LOAD", NULL, 0))
{

BIO printf(bio_err, "Loading ENGINE %s failed\n",
engine path);

goto err;
}

if (api_path) {
if (!ENGINE ctrl cmd string(e, "ATTACH_API", api_ path, 0)
| [ ENGINE ctrl cmd_string(e, "ENGINE_ID", api_ path, 0)
| |! ENGINE ctrl cmd_string(e, "OPEN_SESSION", "
CKF_SERIAL_SESSION|CKF_RW_SESSION", O0)

|| ENGINE ctrl _cmd_string(e, "LOGIN", "01234567", 0))
{
BIO printf(bio_err, "ATTACH_API %s failed\n", api_path);
AMCECH
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goto err;

}
}
}

BIO printf(bio err, "Engine Ox%x loaded with id ’%s’\n",
e, ENGINE get id(e));

// PARAMS GOST28147 3amaercs B KadeCTBE yMaJdYMBAEeMOTO IapaMeTp
a
// nas nmdpoBaHUs AAHHBIX , KJOYa ¥ BBIMUCJIEHUS WMHTOBCTABKH ,
// ecam B KoHTekcTe HNMPPOBAHUs HE 3ajaH COOTBETCTBYKIMii
paramNID .
rc = ENGINE ctrl cmd _string(e, "PARAMS_GOST28147",
param 28147 A, 0);
if (lre) {
BIO printf(bio_err, "Setting PARAMS_GO0ST28147 failed\n")

rc = —1;
goto err;
}

BIO printf(bio_out, "Load X.509 certificate from PEM file\n"
)5
if ((cert = BIO new(BIO s file())) == NULL)

rc = —1;
goto err;

if (BIO read filename(cert, cert path 2012 256 XA A) <= 0)

BIO printf(bio_err, "Error opening %s\n",
cert _path 2012 256 XA A);

rc = —1;

goto err;

}

BIO printf(bio_out, "Create X509 interface object\n");
x = PEM read bio X509(cert, &x, NULL, NULL);

if ('x) {
BIO printf(bio err, "PEM_read_bio_X509 failed\n");
rc = —1;
goto err;

}

BIO printf(bio_out, "Print certificate\n");
X509 print(bio_out, x);
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rc = do_encrypt(p7 2012 256 XA A path);
if (lre) {
BIO printf(bio err, "do_encrypt failed\n");
rc = —1;
goto err;
} else {
BIO printf(bio_out, "do_encrypt (%s) SUCCESS\n",
p7_2012_ 256 XA A path):

}
X509 free(x);
x = NULL;

rc = ENGINE ctrl cmd _string(e, "PARAMS_GOST28147",
param 28147 7, 0);

if (BIO read filename(cert, cert path 2012 256 XB Z) <= 0)

BIO printf(bio_err, "Error opening %s\n",
cert _path 2012 256 XB Z);

rc = —1;

goto err;

}

BIO printf(bio_out, "Create X509 interface object\n");
x = PEM read bio_X509(cert , &x, NULL, NULL);

if ('x) {
BIO printf(bio err, "PEM_read_bio_X509 failed\n");
rc = —1;
goto err;

¥

BIO printf(bio_out, "Print certificate\n");
X509 print(bio_out, x);

if (!re) {

BIO printf(bio_err, "Setting PARAMS_GO0ST28147 failed\n")
rc = —1;

goto err;
}
BIO printf(bio_out, "Load X.509 certificate from PEM file\n"
)5
if ((cert = BIO new(BIO s file())) == NULL)

rc = —1;

goto err;
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rc = do_encrypt(p7 2012 256 XB Z path);
if (lre) {
BIO printf(bio err, "do_encrypt failed\n");
rc = —1;
goto err;
} else {
BIO printf(bio_out, "do_encrypt (%s) SUCCESS\n",
p7_2012 256 XB Z path);

}
X509 free(x);
x = NULL;

rc = ENGINE ctrl cmd _string(e, "PARAMS_GOST28147",
param 28147 7, 0);
if (lre) {

BIO printf(bio_err, "Setting PARAMS_GO0ST28147 failed\n")

rc = —1;
goto err;
}
BIO printf(bio_out, "Load X.509 certificate from PEM file\n"
)5
if ((cert = BIO new(BIO s file())) == NULL)
rc = —1;
goto err;

if (BIO read filename(cert, cert path 2012 512 B Z) <= 0)

BIO printf(bio_err, "Error opening %s\n",
cert _path 2012 512 B 7Z);

rc = —1;

goto err;

}

BIO printf(bio_out, "Create X509 interface object\n");
x = PEM read bio_X509(cert , &x, NULL, NULL);

if ('x) {
BIO printf(bio err, "PEM_read_bio_X509 failed\n");
rc = —1;
goto err;

¥

BIO printf(bio_out, "Print certificate\n");
X509 print(bio_out, x);
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rc = do_encrypt(p7 2012 512 B Z path);
if (lre) {
BIO printf(bio_err, "do_encrypt failed\n");
rc = —1;
goto err;
} else {
BIO printf(bio_out, "do_encrypt (%s) SUCCESS\n",
p7_2012 512 B Z path);

}
X509 free(x);
x = NULL;

if (engine path)

OPENSSL _free(engine path);
if (api_ path)

OPENSSL _free(api_path);
ENGINE free(e) ;
EVP cleanup () ;
ENGINE cleanup () ;
CRYPTO cleanup all ex data() ;
if (bio_ out)

BIO free(bio_ out);
if (bio_err)

BIO free(bio_err);

ERR free strings();
return 0;

err :
if (engine path)

OPENSSL _free(engine path);
if (api_path)

OPENSSL _free(api_ path);
ERR _ print errors(bio err);
if (bio_ out)

BIO _free(bio_out);
if (bio_err)

BIO free(bio_err);

ERR _free strings();
return —1;
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5.7.2 Pacwudposatue

Jlucrunar 5.8:1lc_core 2012 pkes7 decrypt.c

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

<stdio .h>

<stdlib .h>

<string .h>
<memory . h>
<sys/timeb.h>
<openssl/bio.h>
<openssl/crypto.h>
<openssl/evp.h>
<openssl/x509 . h>
<openssl /pem.h>
<openssl/pkes7.h>
<openssl/engine . h>
<openssl/store.h>
<openssl/err.h>
"lc_keypair_2012.h"

#include "getopt.h"

BIO xbio err = NULL;

BIO xbio out = NULL;

ENGINE xe = NULL;

STORE *st = NULL;

BIO xbio pkey = NULL;

char spkey path 2012 256 XA A =

"131030/cms_encr/U_cms_enc_gost2012_256_XA_1.2.643.2.2.31.1/
seckey.pem";

char xpkey path 2012 256 XB 7 =

"131030/cms_encr/U_cms_enc_gost2012_256_XB_1.2.643.7.1.2.5.1.1/
seckey.pem";

char xpkey path 2012 512 B Z =

"131030/cms_encr/U_cms_enc_gost2012_512_B_1.2.643.7.1.2.5.1.1/
seckey.pem";

char xpkey path 2012 512 A =

"131030/cms_encr/U_cms_enc_gost2012_512_A_/seckey.pem";

EVP PKEY xpkey = NULL;

LC GOST2012_KEYPAIR * lcc gost2012 key = NULL;

BIO #cert = NULL;

char xcert path 2012 256 XA A =

"131030/cms_encr/U_cms_enc_gost2012_256_XA_1.2.643.2.2.31.1/cert

pem" ;

xcert path 2012 256 XB Z =
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"131030/cms_encr/U_cms_enc_gost2012_256_XB_1.2.643.7.1.2.5.1.1/
cert.pem";
char xcert path 2012 512 B 7 =

"131030/cms_encr/U_cms_enc_gost2012_512_B_1.2.643.7.1.2.5.1.1/
cert.pem";

char xcert path 2012 512 A =
"131030/cms_encr/U_cms_enc_gost2012_512_A_/cert.pem";
X509 *x = NULL;

const charx param 28147 A = "id-Gost28147-89-CryptoPro-A-
ParamSet";

const charx param 28147 7 = "id-tc26-gost-28147-89-param-A";

char xplain path = "131030/cms_encr/encrypt_normalized.dat";

char *p7 2012 256 XA A path =

"131030/cms_encr/cms_enc_gost2012_256_XA_1.2.643.2.2.31.1.der";

char xp7 2012 256 XB 7 path =

"131030/cms_encr/cms_enc_gost2012_256_XB_1.2.643.7.1.2.5.1.1.der

//char *p7 2012 512 B _7Z path =

//"131030/cms_encr/cms_enc gost2012 512 B 1.2.643.7.1.2.5.1.1.
der";

char *p7 2012 512 A path = "131030/cms_encr/
cms_enc_gost2012_512_A_.der";

//char *p7 2012 256 XA A path = "p7—2012—256—XA—encr—A.der";

//char *p7 2012 256 XB 7 path = "p7—2012—256—XB-encr—7.der";

char xp7 2012 512 B 7Z path = "p7-2012-512-B-encr-Z.der";

int rc;

int do_decrypt(char xp7 path)
{

STACK_OF( PKCS7_RECIP_INFO )x recips = NULL;

BIO #in — NULL,

xout = NULL;

PKCS7 xp7 = NULL;

int i = 0, k = 0;

unsigned char plain[1024];

size t plain_ len = O0;

unsigned char decrypted |[1024];

size t decrypted len = 0;

// Open encrypted content
in = BIO new file(p7 path, "rb");
if (lin)
goto err;
if (0=— ( p7 = d2i_PKCS7 bio( in, 0 ) ) )

AMCg%lngT 83




IiraBa 5. Ilpumepbr mporpamMm 5.7. PKCS7

{
BIO printf(bio_ err,
"d2i_PKCS7_bio() failed\n");
goto err;

}
BIO free(in);

if ( !PKCS7 type is enveloped( p7 ) )

BIO printf(bio err,
"emout.der is not an enveloped message\n");
goto err;

}

if ( NULL = ( recips = p7—>d.enveloped—>recipientinfo ) )

printf( "No recipients’ info found\n");
goto err;

}

for( i
{
PKCS7 RECIP_INFOx ri =
sk PKCS7 RECIP INFO value( recips, i );
ASN1 INTEGER xserial = X509 get serialNumber (x);

0; i < sk PKCS7 RECIP INFO num( recips ); ++i )

// Tlo xopomemy , cepTudukaT HYKHO HCKAThb 110 €TI0

// upenrubukanuonuoii mabopmanuu B ri—>issuer and serial.

// Mbl ke 1mpocTO NpoBepUM CepuilHblii HOMEDp cepruduKara

// monydaTejs i OYUCTKH COBECTH.

if (M_ASN1 INTEGER_ cmp(ri—>issuer and serial—>serial ,

serial) != 0)

continue;

if ( NULL = ( out

{

BIO new_file( "dmout.txt", "wb" ) ) )
BIO printf(bio err,

"BIO_new_file( dmout.txt ) failed\n");
goto err;

if ( 0>= ( k = PKCS7 decrypt( p7, pkey, x, out, 0 ) ) )
BIO printf(bio_err,

"PKCS7_decrypt () failed\n");
goto err;

ncgH,,

84



IiraBa 5. Ilpumepbr mporpamMm 5.7. PKCS7

}
BIO free(out);

break;

}
if (i = sk PKCS7 RECIP INFO num( recips ) )

BIO printf(bio err,
"Recipient’s certificate and/or private key not found\n");
goto err;

}
PKCST7_free(p7);

if ((in = BIO_new(BIO s file())) == NULL)
{

goto err;
if (BIO read filename(in, plain_ path) <= 0)

BIO printf(bio err,
"Error opening %s\n",
plain_ path);

goto err;

}

plain _len = BIO read(in, plain, sizeof(plain));
BIO free(in);

if ((in = BIO new(BIO s file())) = NULL)
{

}

if (BIO read filename(in, "dmout.txt") <= 0)

goto err;

BIO printf(bio err,
"Error opening %s\n",
"dmout .txt");

goto err;

}

decrypted len = BIO read(in, decrypted, sizeof(decrypted));
BIO free(in);

if (plain len != decrypted len) {
BIO printf(bio_err, "Invalid decrypted text length\n");
goto err;
}
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if (memcmp(plain, decrypted, plain len) != 0) {
BIO printf(bio_err, "Invalid decrypted text\n");
goto err;
}

BIO printf(bio out,
"Message decrypted successfully\n");

EVP_PKEY free(pkey);

BIO printf(bio out,
"Looks okay...\n");
return 1;

err :
BIO printf(bio err,
"Error...\n");
return 0;

}

int main( int argc, char xxargv )
{
#ifdef WIN32
static char xdefault engine path = "lc_core_2012";
#elif  APPIE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";
#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";
#endif
char xengine path = NULL;
char xapi path = NULL;
extern char kxoptarg;
int c;
char label[] = "test_pkey";
OPENSSL_ITEM attr label[] = {
{STORE_ATTR FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}
};

while ((¢ = getopt (arge, argv, "e:a:"))!=—1){
switch (c){
case ’e’:
engine path = BUF _strdup(optarg);
break;
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case ’a’:
api_path = BUF _strdup(optarg);
break;
}

}
if (!engine path) {

engine path = BUF strdup(default engine path);
}

// Error messages output
if (bio_err = NULL)
if ((bio_err = BIO new(BIO s file())) != NULL)

BIO set fp(bio err, stdout, BIO NOCLOSE|BIO FP TEXT) ;
if (bio_out = NULL)

if ((bio_out=BIO new(BIO s file())) != NULL)
BIO set fp(bio_out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

BIO printf(bio_out, "lc_core_2012_pkcs7_decrypt test START\n")

)

ENGINE load builtin engines() ;

e = ENGINE by id("dynamic");
if (e)

// Try to load other engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)
|| 'ENGINE_ctrl cmd_string(e, "LOAD", NULL, 0))
{

BIO printf(bio_err, "Loading ENGINE %s failed\n",
engine path);

goto err;
}

if (api_path) {
if (!ENGINE ctrl cmd_ string(e, "ATTACH_API", api_ path, 0)
| [' ENGINE ctrl cmd string(e, "ENGINE_ID", api path, 0)
|]!EPU}HﬁE_ptﬂ_fnnd_stﬂng(e, "OPEN_SESSION", "
CKF_SERIAL_SESSION|CKF_RW_SESSION", 0)

||'ENGINE_ctrl _cmd_string(e, "LOGIN", "01234567", 0))

{
BIO printf(bio_err, "ATTACH_API %s failed\n", api_path);
goto err;

}

// Hoanyuaem u3 ENGINE unrepdeiic STORE.
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st = STORE_ new_engine(e);
if (!st) {
BIO printf(bio_err, "ENGINE has no STORE interface\n");
rc = —1;
goto err;
}
}
}
BIO printf(bio_err, "Engine Ox%x loaded with id ’%s’\n",
e, ENGINE get id(e));

// PARAMS GOST28147 Biusier TOJAbKO Ha 3anmdpoBaHHUE JAHHBIX .
// Pacumdposanme mpousBoJUTCS C HapamMeTpaMd H3 CTPYKTypel P7.

/ *

rc

ENGINE ctrl_cmd_string(e, "PARAMS_GOST28147",
param_28147_A, 0);

if ('rc) {

BIO_printf (bio_err, "Setting PARAMS_GO0ST28147 failed\n")

rc = -1;
goto err,;
}
*/
BIO printf(bio err,
"Import private key from non-encrypted PKCS#8 PEM file ¥%s\n"

pkey path 2012 256 XA A);
bio pkey = BIO new file(pkey path 2012 256 XA A, "rb");
pkey = PEM read bio_ PrivateKey(bio pkey, NULL, NULL, NULL);
if (!pkey) {
BIO printf(bio_err, "Can’t read private key from PEM
file\n");
rc = —1;
goto err;

}

if (st) {
// Beirpy:aem 3akpbiThii Kiod Ha TokKeH 4depe3 umHTepdeitc STORE.
attr label [0].value = label;
attr label [0].value size = strlen(label)+1;

if ( 0 >= STORE _ store private key( st, pkey, attr label,
NULL ) )

{

BIO printf(bio_err, "STORE_store_private_key failed\n" );
rc = —1;
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goto err;
}
}
BIO printf(bio_out, "Load X.509 certificate from PEM file\n"
)
if ((cert = BIO new(BIO s file())) == NULL)
rc = —1;
goto err;

if (BIO read filename(cert, cert path 2012 256 XA A) <= 0)

BIO printf(bio_err, "Error opening %s\n",
cert path 2012 256 XA A);
rc = —1;
goto err;
}
BIO printf(bio_out, "Create X509 interface object\n");
x = PEM read bio X509(cert , &x, NULL, NULL);

if (!'x) {
BIO printf(bio_err, "PEM_read_bio_X509 failed\n");
rc = —1;
goto err;

}

BIO printf(bio _out, "Print certificate\n");
X509 print(bio_out, x);

rc = do_decrypt(p7 2012 256 XA A path);
if ('re) {
BIO printf(bio_err, "do_decrypt(%s) failed\n",
p7_ 2012 256 XA A path);
rc —1;
goto err;
} else {
BIO printf(bio_out, "do_decrypt (%s) SUCCESS\n",
p7 2012256 XA A path);
}

X509 free(x);
x = NULL;

/ *
rc = ENGINE_ctrl_cmd_string(e, "PARAMS_GOST28147",
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param_28147_7Z, 0);
if (trc) {
BIO_printf (bio_err, "Setting PARAMS_GO0ST28147 failed\n")

rc = -1;
goto err;
}
*/
BIO printf(bio_err,
"Import private key from non-encrypted PKCS#8 PEM file %s\n"
pkey path 2012 256 XB Z);
bio pkey = BIO new file(pkey path 2012 256 XB Z, "rb");
pkey = PEM read bio PrivateKey(bio pkey, NULL, NULL, NULL) ;
if (!pkey) {
BIO printf(bio_err, "Can’t read private key from PEM
file\n");
rc = —1;
goto err;
}
if (st) {
// Beirpykaem 3akpbiThiii Kirod Ha ToKeH udepe3 unrepdeiic STORE.
attr label [0].value = label;
attr label [0].value size = strlen(label)+1;
if ( 0 >= STORE _ store private key( st, pkey, attr label,
NULL ) )

{
BIO printf(bio_err, "STORE_store_private_key failed\n" );
rc = —1;
goto err;
}
}
BIO printf(bio_out, "Load X.509 certificate from PEM file\n"
)5
if ((cert = BIO new(BIO s file())) == NULL)
rc = —1;
goto err;

if (BIO read filename(cert, cert path 2012 256 XB Z) <= 0)

BIO printf(bio_err, "Error opening %s\n",
cert _path 2012 256 XB Z);

AMCgC%ltgch 90




IiraBa 5. Ilpumepbr mporpamMm 5.7. PKCS7

rc = —1;
goto err;
}
BIO printf(bio_out, "Create X509 interface object\n");
x = PEM read bio X509(cert , &x, NULL, NULL);

if (!'x) {
BIO printf(bio err, "PEM_read_bio_X509 failed\n");
rc = —1;
goto err;

¥

BIO printf(bio_out, "Print certificate\n");
X509 print(bio out, x);

rc = do_decrypt(p7 2012 256 XB Z path);
if (lre) {
BIO printf(bio err, "do_decrypt(%s) failed\n",
p7_2012 256 XB_Z path);
rc = —1;
goto err;
} else {
BIO printf(bio_out, "do_decrypt (%s) SUCCESS\n",
p7_2012 256 _XB 7 path);

}
X509 free(x);
x = NULL;

/*

rc = ENGINE_ctrl_cmd_string(e, "PARAMS_GO0ST28147",
param_28147_Z, 0);
if ('rc) {
BIO_printf (bio_err, "Setting PARAMS_GO0ST28147 failed\n")

rc = -1;
goto err;
b
*/
BIO printf(bio err,
"Import private key from non-encrypted PKCS#8 PEM file %s\n"

pkey path 2012 512 B Z);
bio pkey = BIO new file(pkey path 2012 512 B Z, "rb");
pkey = PEM read bio PrivateKey(bio pkey, NULL, NULL, NULL);
if (!pkey) {
BIO printf(bio_err, "Can’t read private key from PEM
file\n");
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rc = —1;
goto err;
}
if (st) {

// BeirpykaeMm 3akpbiThiii ko4 Ha TokKeH udepe3 unrtepdeiic STORE.
attr _label [0].value = label;

attr label [0].value size = strlen(label)+1;

if ( 0 >= STORE_store private key( st, pkey, attr label,
NULL ) )

{
BIO printf(bio_err, "STORE_store_private_key failed\n" );
rc = —1;
goto err;
}
}
BIO printf(bio_out, "Load X.509 certificate from PEM file\n"
)5
if ((cert = BIO new(BIO s file())) == NULL)
rc = —1;
goto err;

if (BIO read filename(cert , cert path 2012 512 B Z) <= 0)

BIO printf(bio_err, "Error opening %s\n",
cert path 2012 512 B Z);
rc = —1;
goto err;
}
BIO printf(bio_out, "Create X509 interface object\n");
x = PEM read bio X509(cert , &x, NULL, NULL);

if (!'x) {
BIO printf(bio_err, "PEM_read_bio_X509 failed\n");
rc = —1;
goto err;

}

BIO printf(bio _out, "Print certificate\n");
X509 print(bio_out, x);

rc = do_decrypt(p7 2012 512 B Z path);
if ('re) {

BIO printf(bio_err, "do_decrypt(%s) failed\n",
p7 2012 512 B Z path);

nckgH,, 92




IiraBa 5. Ilpumepbr mporpamMm 5.7. PKCS7

rc = —1;
goto err;
} else {
BIO printf(bio_out, "do_decrypt (%s) SUCCESS\n",
p7 2012 512 B Z path);

}
X509 free(x);
x = NULL;
if (st) {
// Remove created token objects
OPENSSL _ITEM attr keypair || = {
{STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR END, NULL, 0, NULL}
};
attr _keypair [0]. value = label;
attr keypair [0]. value size = strlen (label)+1;
rc = STORE delete private key(st, attr keypair, NULL);
if (rc 1= 1) {
BIO printf(bio_ err, "STORE_delete_private_key failed\n" );
rc = —1;
goto err;
}
}

if (engine path)
OPENSSL _free(engine path);
if (api_ path)
OPENSSL _free(api_ path);
if (st)
STORE _free(st) ;
st = NULL;
if (e)
ENGINE _free(e);
e = NULL;
EVP cleanup () ;
ENGINE _cleanup () ;
CRYPTO cleanup all ex data() ;
if (bio_ out)
BIO _free(bio_out);
if (bio_err)
BIO free(bio err);
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ERR free strings();
return O0;

err :
if (engine path)

OPENSSL _free(engine path);
if (api_ path)

OPENSSL _free(api_ path);
ERR _print_errors(bio_err);
if (bio_ out)

BIO free(bio_out);
if (bio_err)

BIO free(bio_err);

ERR _free strings();
return —1;

5.7.3 lMoanucbiBaHue

JIucrunr 5.9: lc_core 2012 pkes7 sign.c

#include <stdio.h>

#include <stdlib .h>
#include <string.h>
#include <memory.h>

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

#define PARAM 28147

<sys/timeb .h>
<openssl/bio.h>
<openssl/crypto.h>
<openssl/x509.h>
<openssl /pem.h>
<openssl/pkes7 . h>
<openssl/engine . h>
<openssl/store.h>
<openssl/err.h>
"getopt.h"

BIO *bio err = NULL;

BIO *bio

ENGINE xe
STORE #st

out = NULL;

= NULL;
— NULL;

"id-Gost28147 -89-CryptoPro-A-ParamSet"
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X509 *x = NULL;

EVP PKEY xpkey = NULL;

STACK OF(X509) *certs = NULL;
// GOST R34.10—2012—512

char xpkey path = "131030/cms-sign2/U_cms_2/seckey.pem";
char *cert path = "131030/cms-sign2/U_cms_2/cert.pem";
char xp7sig path = "sig.der";

char xdata path = "data.bin";

int do_crypt()

{

BIO xindata = NULL,
xout = NULL;
PKCS7 *«p7 = NULL;
int flags = PKCS7_ BINARY|PKCS7 DETACHED;

// Open content being signed

// For detached signature we always use PKCS7 BINARY flag and
"rb" mode
indata = BIO new_file("data.bin", "rb");
if (!indata)
goto err;
// Sign content
BIO printf(bio_err, "PKCS7_sign\n");
// If no certificate chain xstack st X509 included then
// only signer certificate presented
p7 = PKCS7 sign(x, pkey, certs, indata, flags);
if (1p7)
goto err;

BIO free(indata);

out = BIO new file("sig.der", "wb");
if (lout)
goto err;

if (0> i2d PKCS7 bio( out, p7 ) )
BIO printf(bio_ err,

"i2d_PKCS7_bio() failed\n");
goto err;

}

BIO free(out);
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PKCST7_free(p7);

BIO printf(bio err,
"PKCS7_sign success\n");

BIO printf(bio err,
"Looks okay...\n");
return 1;
err:
BIO printf(bio err,
"Error...\n");
return 0;

}

int main( int argc, char sxargv )
{
int rc = 0;
BIO xbio pkey = NULL;
BIO xcert = NULL;
#ifdef WIN32

static char xdefault engine path =

#elif _ APPLE

static char xdefault engine path =

liblc_core_2012.dylib";
#else
static char xdefault engine path
liblc_core_2012.s0";
#endif
char xengine path = NULL;
char xapi path = NULL;
extern char xoptarg;

int c;
char label[] = "test_pkey";
OPENSSL_ITEM attr label[] = {

"lc_core_2012";

"/usr/local/lib/engines/

"/usr/local/lib/engines/

{STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

}s

while ((c = getopt (arge, argv, "e:a:"))!=-1){

switch (c){
case ’e’:

engine path = BUF _strdup(optarg);

break;
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case ’a’:
api_path = BUF _strdup(optarg);
break;
}

}
if (!engine path) {
engine path = BUF strdup(default engine path);

}

// Error messages output
if (bio_ err = NULL)
if ((bio_err = BIO_new(BIO s file())) != NULL)
BIO set fp(bio_err, stdout, BIO NOCLOSE|BIO FP TEXT) ;
if (bio_out = NULL)
if ((bio_out=BIO_new(BIO s file())) != NULL)
BIO set fp(bio out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

BIO printf(bio_out, "lc_core_2012_pkcs7_sign test START\n");

ENGINE load builtin engines() ;
OpenSSL add all algorithms() ;

e = ENGINE by id("dynamic");
if (e)

{
// Try to load other engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd_ string(e, "SO_PATH", engine path, 0)
|| 'ENGINE_ ctrl cmd_string(e, "LOAD", NULL, 0))
{

BIO printf(bio_err, "Loading ENGINE %s failed\n",
engine path);

goto err;
}

if (api_path) {
if (!ENGINE ctrl cmd string(e, "ATTACH_API", api_ path, 0)
| [ ENGINE ctrl cmd_string(e, "ENGINE_ID", api_ path, 0)
| |! ENGINE ctrl cmd_string(e, "OPEN_SESSION", "
CKF_SERIAL_SESSION|CKF_RW_SESSION", O0)

|| ENGINE ctrl _cmd_string(e, "LOGIN", "01234567", 0))
{
BIO printf(bio_err, "ATTACH_API %s failed\n", api_path);
AMCECH
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goto err;

}

// Hoanyuaem uz ENGINE unrepdeiic STORE.

st = STORE_ new_engine(e);

if (!st) {
BIO printf(bio_err, "ENGINE has no STORE interface\n");
rc = —1;
goto err;

}

}
}

BIO printf(bio_ err, "Engine 0x%x loaded with id ’%s’\n",
e, ENGINE get id(e));

rc = ENGINE ctrl cmd_string(e, "PARAMS_GOST28147",
PARAM_ 28147, 0);

if (!re) {

BIO _printf(bio_err, "Setting PARAMS_GO0ST28147 failed\n")

return —1;
}
BIO printf(bio err,
"Import private key from non-encrypted PKCS#8 PEM file ¥%s\n"
pkey path);
bio pkey = BIO new file(pkey path, "rb");
pkey = PEM read bio PrivateKey(bio pkey, NULL, NULL, NULL) ;
if (!pkey) {
BIO printf(bio err, "Can’t read private key from PEM
file\n");
rc = —1;
goto err;

}

if (st) {
// Beirpy:aem 3akpbiThii K/od Ha TokKeH depe3 uHTepdeitc STORE.
attr label [0].value = label;
attr _label [0].value size = strlen(label)+1;

if ( 0 >= STORE store private key( st, pkey, attr label,
NULL ) )

{

BIO printf(bio_err, "STORE_store_private_key failed\n" );
rc = —1;
goto err;

}
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}
BIO printf(bio _out, "Load X.509 certificate from PEM file\n"
);f ((cert = BIO_new(BIO s file())) == NULL)
rc = —1;
goto err;

}

if (BIO read filename(cert, cert path) <= 0)

BIO printf(bio_err, "Error opening %s\n", cert path);
rc = —1;
goto err;
}
BIO printf(bio _out, "Create X509 interface object\n");
x = PEM read bio X509 (cert , &x, NULL, NULL):

if ('x) {
BIO printf(bio_err, "PEM_read_bio_X509 failed\n");
rc = —1;
goto err;

¥

BIO printf(bio _out, "Print certificate\n");
X509 print(bio_out, x);

if (do_crypt()) {
BIO printf(bio out, "lc_core_2012_pkcs7_sign test SUCCESS\n"

s
rc = 0;
} else {
BIO printf(bio_err, "lc_core_2012_pkcs7_sign test FAILED\n")
rc = —1;
¥
if (st) {
// Remove created token objects
OPENSSL ITEM attr keypair || = {
{STORE_ATTR, FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR END, NULL, 0, NULL}
¥

attr keypair [0].value = label;
attr keypair [0]. value size = strlen (label)+1;
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rc = STORE delete private key(st, attr keypair, NULL);
if (rec != 1) {
BIO printf(bio err, "STORE_delete_private_key failed\n" );

rc = —1;
goto err;
}
}
rc = 0;

EVP PKEY free(pkey);
X509 free(x);
if (st)
STORE free(st);
st — NULL;
if (e)
ENGINE _free(e) ;
e = NULL;

EVP _cleanup () ;
ENGINE _cleanup () ;
CRYPTO cleanup all ex data() ;

err :
if (engine path)

OPENSSL _free(engine path);
if (api_ path)

OPENSSL _free(api_path);
ERR _ print errors(bio err);

if (bio_out)

BIO free(bio_out);
if (bio_err)

BIO free(bio_err);
ERR free strings();

return rc;

5.7.4 lNposepka nognucun

JImcrurr 5.10: lc__core 2012 pkes7 verify.c
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#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

#define PARAM 28147

<stdio .h>

<stdlib .h>

<string .h>
<memory . h>
<sys/timeb .h>
<openssl/bio.h>
<openssl/crypto.h>
<openssl/x509.h>
<openssl /pem.h>
<openssl/pkes7 . h>
<openssl/engine .h>
<openssl/err.h>
"getopt.h"

BIO *bio err = NULL;

"id-Gost28147 -89-CryptoPro-A-ParamSet"

BIO xbio out = NULL;

ENGINE xe = NULL;

X509 *xca = NULL;

/ *

char *cacert_path = "CryptoProCa.cer";

char *p7sig_path = "pdfsig.der";

char *data_path = "pdfdata.bin";

char *out_path = "pdfsigver.bin";

*/

char xcacert path = "131030/cms-sign2/cms2CA-2012/cacert.der";
char xp7sig path = "131030/cms-sign2/cms_signed2_1.der";
char xdata path = "131030/cms-sign2/cms_signed2.dat";
char xout path = "sigver.bin";

int do_crypt()

{

int flags = 0;
PKCS7 xp7 = NULL;
X509 STORE xst7 = NULL;
BIO *xin = NULL,
xindata = NULL,
xout = NULL;

st7 = X509 STORE new() ;
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if (!X509 STORE add cert(st7, xca))
goto err;
// PKCS7 signature verification
if ( NULL — ( in = BIO new file( p7sig path, "rb" ) ) )
{
BIO printf(bio_err,
"BIO_new_file( ’%s’ ) failed\n",
p7sig path);
goto err;

}
if ( NULL — ( p7 = d2i_PKCS7 bio( in, NULL ) ) )

BIO printf(bio_err,
"d2i_PKCS7_bio() failed\n");
goto err;

}
BIO free(in);

if ( !PKCS7 type is signed( p7 ) )

BIO printf(bio err,
"2%s’ has wrong format\n", p7sig path );
goto err;

}

if (PKCS7_is_ detached(p7)) {
// Input data (for PKCS7 detached only)
// For detached PKCS7 we always use PKCS7 BINARY and "rb"
mode
if ( NULL = ( indata = BIO _ new_file( data_ path, "rb" ) ) )
{
BIO printf(bio err,
"BIO_new_file( ’%s’> ) failed\n",
data _path);
goto err;
}
}

if ( NULL = ( out = BIO new_file( out path, "wb" ) ) )
BIO printf(bio err,

"BIO_new_file() failed\n");
goto err;

}
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// No other certificates or CRLs used in *stack st X509
// (they would have high priority)
if (0 =— PKCS7 verify(p7, NULL, st7, indata, out, flags)) {
BIO printf(bio err,
"PKCS7_verify failed\n");
goto err;

}

BIO free(out);
BIO free(indata);
PKCST7 free(p7);
X509 STORE free(st7);
ENGINE free(e);
EVP cleanup () ;
ENGINE _cleanup () ;
CRYPTO cleanup all ex data() ;
BIO printf(bio out,
"PKCS7_verify success\n");

return 1;

err :
BIO printf(bio_err, "Error...\n");
ERR_ print errors(bio err);
return 0;

}

int main( int argc, char xxargv )
{
int rc;
BIO *cacert = NULL;
#ifdef WIN32

static char xdefault engine path = "lc_core_2012";

#elif  APPLE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";

#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";

#endif

char xengine path = NULL;

char xapi path = NULL;
extern char xoptarg;
int c;
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while ((¢ = getopt(arge, argv, "e:a:"))!=—1){
switch (c){
case ’e’:
engine path = BUF strdup(optarg);
break;
case ’a’:
api_path = BUF _strdup(optarg);
break ;
}

}
if (!engine path) {
engine path = BUF strdup(default engine path);

}
ERR load crypto strings();

// Error messages output
if (bio_ err = NULL)
if ((bio_err = BIO new(BIO s file())) != NULL)
BIO set fp(bio_err, stderr, BIO NOCLOSE|BIO FP TEXT) ;
if (bio_out = NULL)
if ((bio_out=BIO new(BIO s file())) != NULL)
BIO set fp(bio out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

BIO printf(bio _out, "lc_core_2012_pkcs7_verify test START\n");
ENGINE load dynamic() ;

e = ENGINE by id("dynamic");
if (e)

{
// Try to load other engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)
|| 'ENGINE_ctrl cmd_string(e, "LOAD", NULL, 0))
{

BIO printf(bio_err, "Loading ENGINE %s failed\n",
engine path);

goto err;
}

if (api_path) {
if (!ENGINE ctrl cmd_string(e, "ATTACH_API", api_ path, 0)
| [' ENGINE ctrl cmd string(e, "ENGINE_ID", api_ path, 0)
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||! ENGINE ctrl cmd_string(e, "OPEN_SESSION", "
CKF_SERIAL_SESSION|CKF_RW_SESSION", 0)

| |! ENGINE ctrl cmd_string(e, "LOGIN", "01234567", 0))

{
BIO printf(bio_ err, "ATTACH_API Y%s failed\n", api path);
goto err;

}

¥
}

BIO printf(bio_err, "Engine 0x%x loaded with id ’%s’\n",
e, ENGINE get id(e));

rc = ENGINE ctrl cmd _string(e, "PARAMS_GOST28147",
PARAM 28147, 0);
if (lre) {

BIO printf(bio_err, "Setting PARAMS_GO0ST28147 failed\n")

return —1;

}

// Load trusted CA certificate
BIO printf(bio_out,
"Loading X.509 trusted certificate from DER file Y%s\n",
cacert path);
if ((cacert = BIO new(BIO s file())) = NULL)
{

}

if (BIO read filename(cacert, cacert path) <= 0)

{

return —1;

BIO printf(bio_ err,
"Error opening %s\n",
cacert path);
return —1;
}
BIO printf(bio out,
"Create X509 interface object\n");
xca = d2i_ X509 bio(cacert , NULL); // from DER
// xca = PEM read bio X509 (cacert , &xca, NULL, NULL); // from
PEM
if (!xca) {
BIO printf(bio err,
"Error creating X509 trusted certificate from DER file %s\n"

I
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cacert path);
return —1;
}

BIO free(cacert);

if (do_crypt()) {

BIO printf(bio_out, "lc_core_2012_pkcs7_verify test SUCCESS\
n");
} else {

BIO printf(bio_err, "lc_core_2012_pkcs7_verify test FAILED\n
||);
}

X509 free(xca);

err :

if (engine path)

OPENSSL _free(engine path);
if (api_ path)

OPENSSL free(api path);
EVP cleanup () ;
ENGINE cleanup () ;
CRYPTO cleanup all ex data() ;

ERR _ print errors(bio err);
if (bio_ out)

BIO _free(bio_out);
if (bio_err)

BIO free(bio_err);

ERR_free strings();

return 0;

}

5.8 PKCS12

ITockonbky st anropurma ['OCT P34.11-2012 PKCS#12 mnoka He ompejeseH, TO
st HMAC npu renepanun kiroda na napose ¢gyukmueit PRF ncnonbsyercs aaroputm
I'OCT P34.11-94. 910 He Mmemiaer nakoBaTh B "crapsiit" koureitnep PKCS#12 kiroun n
cepTuduKaThl, CO3JAHHbBIE 110 HOBBIM ajropurmam 2012.
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Jlmcruar 5.11: lc_core 2012 pkesl2.c

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

<stdio .h>

<string .h>

<stdlib .h>
<openssl/bio.h>
<openssl/crypto.h>
<openssl/x509.h>
<openssl /pem.h>
<openssl/pkesl2.h>
<openssl/engine.h>
<openssl/err.h>
"getopt.h"

BIO xbio err = NULL;
BIO xbio_ out NULL;

#define PARAM 28147 "id-tc26-gost-28147-89-param-A"

// Tockonbky anas anropurma ['OCT P34.11-2012 PKCS#12 noka He omupe
JIeJIeH ,
// mo mns HMAC npu renepamun kioda Ha napose dyuknueii PRF uncmonb
3yeTcs
// anropurm I'OCT P34.11-94.
// D10 mHe MemaeT makoBaTh B "crapoii' koureitnep PKCS#12 kmounm u ¢
epTudpuKaThH ,
// cosmanmble MO HOBBM ajropurmam 2012.
int main(int argc, char xxargv)
{
int rc;
ENGINE xe = NULL;
EVP_ PKEY #pkey = NULL;
X509 *x = NULL;
PKCS12 *pl12 = NULL;
int iter = 2048;
int cert pbe = NID id Gost28147 89;
int key pbe = NID id Gost28147 89;

char *name = "server-512-111";
char xinpass = "111";
char *xoutpass = "1111";

int keytype = 0; //KEY_SIG or KEY EX — for MS
STACK OF(X509) *certs = NULL;
const EVP MD sxmacmd = NULL;
BIO *bio pl2 — NULL;
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char *xpl2 path = "server-512-111.p12";
char *pl2 path new = "p12_1111.pfx";
BIO xbio pkey = NULL;

BIO xbio cert = NULL;

char xpkey path = "server-512-111.pkey.pem";
char xcert path = "server-512-111.cert.pem";
#ifdef WIN32
static char xdefault engine path = "lc_core_2012";
#elif  APPILE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.dylib";
#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_core_2012.s0";
#endif

char xengine path = NULL;

char xapi path = NULL;
extern char *optarg;
int c;

while ((¢ = getopt(arge, argv, "e:a:"))!=—1){
switch (c){
case ’e’:
engine path = BUF strdup(optarg);
break;
case ’a’:
api_path = BUF _strdup(optarg);
break;
}

}
if (!engine path) {
engine path = BUF _strdup(default engine path);

}

if (bio_err = NULL)
if ((bio_err = BIO_new(BIO s file())) != NULL)
BIO set fp(bio_err, stdout, BIO NOCLOSE|BIO FP TEXT) ;

if (bio_out = NULL)
if ((bio_ out=BIO new(BIO s file())) != NULL)
BIO set fp(bio out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

ENGINE load builtin engines() ;
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BIO printf(bio_out, "lc_core_2012_pkcs12 test\n");

e = ENGINE by id("dynamic");
if (e)

{
// Try to load other engine dynamically (calls ENGINE
init ())
if (!ENGINE ctrl cmd_ string(e, "SO_PATH", engine path, 0)
|| 'ENGINE_ ctrl cmd_string(e, "LOAD", NULL, 0))
{

BIO printf(bio_err, "Loading ENGINE %s failed\n",
engine path);

goto err;
}

if (api_path) {
if (!ENGINE ctrl cmd string(e, "ATTACH_API", api_ path, 0)
| ' ENGINE ctrl cmd_string(e, "ENGINE_ID", api_ path, 0)
| |! ENGINE ctrl cmd_string(e, "OPEN_SESSION", "
CKF_SERIAL_SESSION|CKF_RW_SESSION", 0)

|| ENGINE ctrl _cmd_string(e, "LOGIN", "01234567", 0))

{
BIO printf(bio_err, "ATTACH_API %s failed\n", api_path);
goto err;

}

}
}

BIO printf(bio err, "Engine %s:0x%x loaded with id ’%s’\n",
engine path, e, ENGINE get id(e));

rc = ENGINE ctrl cmd_string(e, "PARAMS_GOST28147",
PARAM 28147, 0);
if (!re) {

BIO printf(bio_err, "Setting PARAMS_GOST28147 failed\n")

return —1;

}

// Uuraem MCXOJHBII TeCTOBBII KOHTeliHEp ,

// m3roToBJEHHBII KOrma—To cpegcrBamu LirSSL
bio pl2 = BIO new file(pl2 path, "rb");

pl2 = d2i PKCS12 bio(bio pl2, NULL);

BIO free(bio pl2);

// PacnakoBblBaeM KOHTeiiHep, 3Hasi, 4TO
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// B HeM XpaHHTCS TOJIbLKO OJHA KJIOYeBasl Hapa.

// st 3TOro MCHob3yeTcs YUDPOIEHHBIH BapUaHT

// mapcunra PKCS#12.

rc = PKCS12 parse(pl2, inpass, &pkey, &x,
&certs) ;

if ('re) {

goto err;
}

PKCS12 free(pl2);
pl2 = NULL;

// Ecan ucnonbsyercs ENGINE lc pll core 2012, To
// upu mmnopre u3 P12 s3akpbireii Kimod u cepruduraT
// He COXpaHSIOTCS HA TOKEHEe aBTOMAaTUYeCKH.

/) Hns sToro mmeorcs dyuknuun STORE store private key
// n STORE store certificate.

// CoxpansieM 3akpwiThiii kiod u ceprudukar B PEM-baitnax .
BIO printf(bio_out, "Saving private key to ’%s’\n", pkey path)

bio pkey = BIO new file(pkey path, "wb");
PEM write bio PrivateKey (
bio_pkey, pkey, NULL, NULL, 0, NULL, NULL):
BIO free(bio_ pkey);
BIO printf(bio out, "Saving certificate to ’%s’\n", cert path)

bio cert = BIO new file(cert path, "wb");
PEM write bio X509(bio cert, x);
BIO free(bio_ cert);

// Tlpucrtynaem kK co3januio HOBOTO KoHTelnepa PKCS#12

// myTeMm pa3jenbHOl yHAKOBKH CepTHUKATA U 3aKPBITOTO KJIOIa

// ¢ mmdposanuem B ASN.1—crpykrypy PKCS#7 safes.

// Tlpu skcmopTe Mbl IaKyeM 3J€Cb TOJbKO cepTudpurar,

// COOTBETCTBYKIMiI 3aKpPBITOMY KJIOYY, a OCTaJbHYIO IEN0UYKY

// ceprudukaros urHopupyem. [lo3ToMy 3SKCIOPTUPOBAHHBIA KOHTEHHED
// MOXKeT 0Ka3aThbCs MEHBIIE HCXOJIHOTO .

// BameTum, 4TO NpU CO3J@HUU HOBOTO KOHTEHHEpa HMCIHOJIb3YIOTCs
// mapametpsr [OCT 28147 -89, saganmsie B konTekcTe ENGINE

// yupasiastaneit komangoir "PARAMS GOST28147", mosToMy OHU MOTYT
// oTamdaTbcs OT IapaMeTPOB HCXOJHOTO KOHTEHHEpA.

BIO printf(bio_out, "Create PKCS12\n");
// PKCS12 create me yMeeT reHepupoBaTh CTDPYKTYpy jalipkecTa
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/) mast TOCT, mosTomy Mbl ee jobGaBum nozxke QyHKIued
PKCS12 set mac.
// A B JaHHOM BBI3OBE 3ajaeM JJid jali/pkecTa KOJHUYECTBO HTEpaluii
-1,
// UpU KOTOPOM CTPYKTypa maiipkecTa He CTPOUTCH .
pl2 = PKCS12 create(outpass, name, pkey, x, NULL,
key pbe, cert pbe, iter, —1, keytype);
if (!'pl2) {
BIO printf(bio_err, "PKCS12_create failed\n");
goto err;
¥
// Hasnadaem aJiropuTM XenmmpoBaHUsl JJsi TeHepanuu naiimpkecra HMAC
macmd = ENGINE get digest(e, NID id GostR3411 94);
if (!macmd)
{
BIO printf(bio_err, "ENGINE_ get_digest failed\n");
goto err;
}
// Hobasasiem naiimkect HMAC st KOHTpOJIS IEJOCTHOCTH KOHTEHHEpA
rc = PKCS12 set _mac(pl2, outpass, —1, NULL, 0, iter , macmd);
if ('re) {
BIO printf(bio_err, "PKCS12_set_mac failed\n");
goto err;
¥
// CoxpansieMm KoHTeiiHep B daiine
BIO printf(bio_out, "Saving PKCS12 to ’%s’\n", pl2 path new);
bio pl2 = BIO new file(pl2 path new, "wb");
i2d_PKCS12_bio(bio pl2, pl2);
BIO free(bio pl2);
PKCS12 free(pl2);

pl2 = NULL;
EVP_ PKEY free(pkey) ;
pkey = NULL;

if (engine path)
OPENSSL_free(engine path);
if (api_path)
OPENSSL free(api_ path);
if (pl2)
PKCS12 free(pl2);
if (x)
X509 free(x);
if (pkey)
EVP_ PKEY free(pkey) ;
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if (e)
ENGINE free(e) ;

BIO printf(bio_out, "lc_core_2012_pkcs12 test SUCCESS\n");
if (bio_ out)
BIO _free(bio_out);
return 0;
err :
if (engine path)
OPENSSL _free(engine path);
if (api_path)
OPENSSL free(api path);
if (x)
X509 free(x);
if (pkey)
EVP PKEY free(pkey);
if (e)
ENGINE free(e);
ERR _ print errors(bio err);
if (bio_out)
BIO free(bio_out);
return —1;

5.9 OcobeHHOCTU NporpaMmmMupoBaHnNAa O/ TOKEHOB

[Ipu nporpamvuposanuu npuioxkeruit LCSSL jj1st TOKEHOB UCIIOJIB3YIOTCS JIOTIOJTHU-
TeJIbHBIE yTpaBisonine KoMauapl npu mnoakaiodennn ENGINE lc_pll_core_2012. B
[IPUBEICHHOM HIXKEe IIPUMepe Oprann3oBana yHusepcajbHas 3arpy3ka ENGINE, B 3aBu-
CUMOCTH OT apryMEHTOB IVIaBHOM (pyHKIME main. Ecjin apryMeHnTsl He 3a/1aHbl, TO 3arpy-
KaeTcd 1c_core_2012, a ecsim nmporpaMMa BbI3BaHa C apryMeHTaMn -e <engine_path>
u -a <api_path>, rae <engine_path> — 3T0 myTh K lc_pll_core_2012, a <api_path>
— 910 nyTh K bubsmoreke PKCS#11, To 6yner 3arpyxkea ENGINE 1c_p11l_core_2012.

int main(int argc, char sxargv)
{
ENGINE xe = NULL;
int rc = 0;
const charx param 28147 —
"id-Gost28147 -89-CryptoPro-A-ParamSet";
#ifdef WIN32
static char xdefault engine path = "lc_core_2012";
#elif  APPLE
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static char xdefault engine path =
"/usr/local/lib/engines/liblc_core_2012.dylib";
#else
static char xdefault engine path =
"/usr/local/lib/engines/liblc_core_2012.s0";
#endif
char xengine path = NULL;
char xapi path = NULL;

extern char xoptarg;

int c;

while ((¢ = getopt(arge, argv, "e:a:"))!=—1){
switch (c){
case ’e’:
engine path = BUF strdup(optarg);
break;
case ’a’:
api_path = BUF _strdup(optarg);
break ;

1
}

if (!engine path) {
engine path = BUF strdup(default engine path);

}

// Error messages output
if (bio err = NULL)
if ((bio_err = BIO new(BIO s file())) != NULL)
BIO set fp(bio err, stdout, BIO NOCLOSE|BIO FP TEXT) ;

// Standard output
if (bio_out = NULL)
if ((bio_out=BIO new(BIO s file())) != NULL)
BIO set fp(bio_ out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

// Builtin engines should be loaded first
// to access builtin "dynamic" engine then.
ENGINE load builtin engines() ;

e = ENGINE by id("dynamic");
if (e)
{

if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)
|| 'ENGINE ctrl cmd_string(e, "LOAD", NULL, 0))
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{

BIO printf(bio_err, "Loading ENGINE %s failed\n",
engine path);

goto err;
}

if (api_path) {

// B nannoMm npumepe gemoncrpupyercs dopmupoBanue engine id

// ¢ SABHBIM yKa3aHWEM CJIOTa, €CJU I[PU BBI3OBE INPOrPAMMBI OH

// 3agaH ¢ duarom —s.

char engine id[128];

if (slot) {
sprintf (engine id, "%s:%s", api_ path, slot);

} else {
sprintf (engine id, "%s", api_ path);

}

if (!ENGINE ctrl cmd string(e, "ATTACH_API", api_ path, 0)
| ! ENGINE ctrl cmd_string(e, "ENGINE_ID", engine id, 0)
| |! ENGINE ctrl cmd_string(e, "OPEN_SESSION", "

CKF_SERIAL_SESSION|CKF_RW_SESSION", 0)

||! ENGINE ctrl _cmd_string(e, "LOGIN", "01234567", 0))
// Bapmant ¢ kosbskom muasi Beoma PIN: ... Verify, Prompt,
Callback
// | ['ENGINE ctrl cmd(e, "LOGIN", 1, "Enter PIN:",

EVP read pw_string, 0))
// Dror Bapumant 6ymer paborarh M B Takoii (opmMe IO yMOJIIAHUIO:
/) ||'ENGINE _ctrl_cmd(e, "LOGIN", 1, NULL, NULL, 0))
// miam naxe B Takoii (3mech OpenSSL He nmaer 3amasars NULL B Tpers
eM apryMeHTe ,
// mosTomy 3ajaercs nycras CcTpoka, a Verify mo ymonuanmo nosarae
TCcs paBHBM 1) :
// | |[' ENGINE ctrl cmd_string(e, "LOGIN", ""  0))
{
BIO printf(bio_err, "ATTACH_API %s failed\n", api_path);
goto err;
}
}
}

BIO printf(bio err, "Engine Ox%x loaded with id ’%s’\n",
e, ENGINE get id(e));

rc = ENGINE ctrl_cmd_string(e, "PARAMS_GOST28147",
param 28147, 0);
if (re) {
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BIO printf(bio_err, "Setting PARAMS_GO0ST28147 failed\n")

goto err;

}
if (engine path)

OPENSSL _free(engine path);
if (api_ path)

OPENSSL _free(api_ path);

//

return rc;

B nammom mpumepe OyzieT MCIOJIB30BAH CJIOT IEPBOTO MOIABIIETOCS TOKEHA, ITOIKJIIO-
qennoro K oubanoreke PKCS#11. Ecm HyKHO UCIIO/IE30BATD CJIOT ¢ KOHKPETHBIM HIeH-
THHUKATOPOM, TO ITOT UjeHTHdUKATOP cieayeT 3aaTh B komauae ENGINE ID mnocie
JIBOETOYNS, HAIIPUMED:

if (!ENGINE ctrl cmd string(e, "ATTACH_API", "etpkcslig", 0)
| [! ENGINE ctrl cmd_string(e, "ENGINE_ID", "etpkcsllg:2", 0)

//

[Ipu HEOOXOIUMOCTH, MOYKHO 3aIPY3UTh HECKOJIBKO 9K3EMILISIPOB 0IHOTO 1 TOTo ke ENGINE
U MOJKJ/IIOYUTH UX K PA3HBIM TOKEHaM. B IPUBEEHHBIX IPUMEPaxX MUJIEHTHMOUKATOD 3a-
rpyxennoro sk3eminisipa ENGINE crpourcst uz umenn 6ubmorekn PKCS#11 u unen-
tudukaropa ciora. Boobie rosopst, upentudukarop sk3emiuisipa ENGINE moxer Ob1Th
JIFOOBIM, JIMINB ObI OH OBLI YHUKAJBHBIM cpeln Beex 3arpykeHHbix ENGINE.

Ob6parure BHUMaHUE HA 3aKOMMEHTHPOBAHHBIE BAPUAHTHI BBIITOJHEHUS JIOTUHA C UC-
[I0JIb30BaHUEM KOJIO3K-yHKInK it BBoga PIN Tokena. 3ech MCIOIL3yeTCs KOJIOIK-
dyuknus OpenSSL EVP_read_pw_string. [lpukiajgnas mporpamma MOXKeT 3aJiaTh B
yupassstionieii komange LOGIN c¢Boro KOI03K-(PYHKIINIO ¢ TAKUM K€ HHTepdEicoM, Kak
y EVP_read_pw_string:

int EVP read pw_string(char xbuf,int length ,const char xprompt,
int verify);

[Tpu nporpammupoBarnu nputoxkenuii LCSSL, nucmo/ib3yoomux TOKEHBI, CJIEyeT UMETh
B BHJIy, 9TO HE KaK/Iblii TOKEH IMO3BOJIUT UMIIOPTHPOBATH 3aKPBITHIN K04 U3 (aiiia
U 9KCIIOPTUPOBATH 3HAYEHUE 3aKPBITOTO KJ0Ya u3 o0bekTa TOKeHa. [losromy HEKOTO-
pbie npuBbraHble GyHKImn OpenSSL MoryT He paboTarh ¢ TOKEHAME WK pabOTaTh I0-
APYTOMy.

IIpu 3arpy3ke 3axpbITOro KJifo4a u3 aiijia B maMsaTu IPUIOXKEHUST CO3IAeTCs 00bEKT
EVP_PKEY ¢ peaJilbHbIM 3HAYEHUEM 3aKPBITOrO Kto4da. /Ij1s1 coxpaHeHus 3aKphITOr0 KJII09a
Ha TOKEH CJIe/lyeT BOocloJib30BaThca dyuknueir STORE_store_private_key. Ilocse sToro
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cle/lyeT YHUITOXKUTEL uHTepdeiicublii 00bekT EVP_PKEY, 9T00BI B IaMsTH HE OCTAJIOCH
3HaYeHNe 3aKpLIToro Kiaovda. Hampumep:

OPENSSL_ITEM attr keypair|[|] = {
(STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

};

EVP PKEY xpkey = NULL;

char xpkeyfile = "pkey.pemn";
BIO xpkeybio = NULL;
char xlabel = "store_pkey";

STORE #st — NULL;

//

st = STORE new engine(e) ;
if (!st) {
BIO printf(bio_err, "ENGINE has no STORE interface\n");
goto end;
¥
attr _keypair [0]. value = label;
attr _keypair [0]. value size = strlen (label)+1;
pkeybio = BIO new file(pkeyfile, "rb");
if (!pkeybio) {
BIO printf(bio_err, "BIO_new_file failed\n");
goto end;
}
/) Haunas byHKInsS 3aKpyKaeT 3aKpBITHIl Kiod u3 daiiza B maMsaTh OPUT
OXKEHUA .
pkey = PEM read bio PrivateKey(pkeybio, &pkey, NULL, NULL) ;
if (!pkey) {
BIO printf(bio err, "PEM_read_bio_PrivateKey failed\n");
goto end;
}
// Hannas dyHknus coxpaHseT 00bEKT 3aKpbITOIO KJIOYa HA TOKEHE .
if ( 0 >= STORE _store private key( st, pkey, attr keypair, NULL

) )
{

BIO printf(bio_err, "STORE_store_private_key() failed\n" );
goto end;
}
BIO printf(bio err,
"Private key stored with label ’%s’\n",
label);

ANMCECH

codpt 116




I'mapa 5. Ilpumepbr mporpaMm 5.9. OcobenHOCTH IIPOrPAMMHUPOBAHHS JIJISI TOKEHOB

//

end:

if (pkey) EVP PKEY free(pkey);
if (pkeybio) BIO_free(pkeybio);
if (st) STORE free(st);

//

Ecan sHaveHne 3aKpbITOTO KIOYa XPAHAUTCS B 00bEKTE TOKEHA, TO MIPUKJIAIHON TIPO-
rpaMMe OHO MOXKeT OBITh He J0ocTyIHO. [loaTromy mjs momyvenns: nuarepdeiica EVP_PKEY
K 3aKPBITOMY KJIIOUY JIy4YIlle BCEI'O BOCIIOJIB30BATHCS 0OBEKTOM COOTBETCTBYIOIIETO CEp-

tudukara X509:

X509 *xx =
EVP _PKEY xpkey = X509 get pubkey(x);

[Tonydennsrit Takum obpazom nHTEPdEiicHbIi 00bekT pkey pu ucnosb3oBarnn ENGINE
lc_pli_core_2012 comepKUT UAEHTHMDUKATOP 3aKPHITOTO Kiio4a, 1o koropomy ENGINE
Haf{JleT 3aKpBbITHIN KJIOY HA TOKEHE W OYyJeT MPOW3BOJIUTH ONEPAIMM C HUM, BBI3bIBas
dyuxnun PKCS#11.

3aMeTnM, 9TO TAKO# CII0cOb JOCTYIa K 3aKPBITOMY KJIOUYy HA TOKEHE Yepe3 CepTHu-
dukar 6ymer paboraTh, TOJNLKO ecu B arpudyte CKA_ID 06bekTa 3aKPLITOrO KJII0Ya CO-
nepxutcst 3Hadenne gyurmun SHA-1 ot 3Hagenuns orkpoiToro kioua B DER-koanposke
OCTET STRING. B npoxykrax "JINMCCU-Codr"sT0 menaercs mpu cO3MaHIT KITFOIEBOI
aphl.

Kpome untepdeiica STORE, y lc_pll_core_2012 umeercsi peaju3aliiusi €Iie JBYX
dyHKIMR U8 J0CTya K 00beKTaM KJIIOYEBON HaPbI:

EVP PKEY *ENGINE load private key (ENGINE xe, const char xkey id,
Ul METHOD xui_method, void x*callback data);

EVP PKEY *ENGINE load public key (ENGINE xe, const char xkey id,
Ul METHOD xui_method, void x*callback data);

Nurepuperanus napamerpa key_id 3aBucut or peajusaiuu. B obiiem cMbIcie 1moipasy-
MEBAETCsI, 9TO 9TO CHMBOJIbHAS CTPOKA, KAK-TO MJICHTU(UINPYIOIAsi COOTBETCTBY IOIINIA
kJto4. B mpunoxkennsix OpenSSL sToT mapamerp oOBIYHO sIBJIsIETCS UMeHeM daitia, co-
JepzKaliero Kiaod. B HameM ciiydae KJi0d HaxXOAUTCs Ha TOKEHE, [I09TOMY IPUMEHSIETCSI
JIpyrasi HHTepIIpeTalys, IO3BOJISIONIAsl [TOJIyIaTh HHTEPdEc 3aKPhITOro KJIto4da Jub0 110
nMeHn (aiiia cCoOOTBETCTBYIOIIErO cepTuduKaTa, JMOO M0 MEeTKe KJII04Ya Ha TOKEHE.

B kauectse key_id npu BbI30Be 3THX (byHKIWM 11epenaercs aubo nytb K PEM-daitny
cepruduKaTa 3aKpHITOrO KJII0Ya, JUOO METKA 3aKPBITOrO Kjioda Ha TokeHe. CHavasia
IpoBepseTcsd MyTh K (aiiyty ceprudukara, a €Cjau He MMOJIyINIOCh ero 3arpy3uThb, TO IPO-
M3BOAUTCS MOMCK KJIIOUa Ha ToKeHe 1o MeTke. [lapamerpsl ui_method m callback_data
B TeKyIeil peanusaruu nosaraiorcs paBabiMua NULL.

Jlannblit criocob nHTEpIpeTauy napaMerpa key_id B 3HAYUTEIBHON CTENEHN 00YCI0B-
JIEH TOTPEOHOCTSIME YTUJIMT KOMAaHIHOW cTpoku lcssl m store, B apryMeHTax KOTOPBIX
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JIOJIZKHA, 38/1aBaATHCS TOJILKO CUMBOJIbHAasE MH(MOPMAIIKS.

Wuorna nesecoobpasuo HadasbHble onepamnun ¢ oubimnorekoit PKCS#11 BbIoHUTH
qepe3 ee poaHOil mHTepdeiic, mocae Yero mepeiaThb yKe T'OTOBbIE CIUCOK (PYHKIUN u
OTKPBITYIO Ha HYKHOM cJjioTe ceccuio 1psiMo B kKouTeker ENGINE 1c_pll_core_2012:

ENGINE xe = NULL;
#ifdef WIN32
static char xengine path = "lc_pll_core_2012";
#elif  APPLE
static char xengine path =
"/usr/local/lib/engines/liblc_pll_core_2012.dylib";
#else
static char xengine path =
"/usr/local/lib/engines/1liblc_pll_core_2012.s0";
#endif
CK_FUNCTION LIST PTR funcs = NULL;
CK INVALID HANDLE sess = CK INVALID HANDLE;

e = ENGINE by id("dynamic");
if (e)
{
if (!ENGINE ctrl cmd_string(e, "SO_PATH", engine path, 0)
|| '"ENGINE ctrl cmd string(e, "LOAD", NULL, 0))
{

BIO printf(bio err,
"Loading ENGINE %s failed\n", engine path);
goto err;
}
}

// Hanee sarpyxkaercs 6ubiamoreka PKCS#11,

// moayuaercs anpec cuucka dbyuknuii funcs,

// dyaknumamu PKCS#11 uaunumanusupyercs O6ubamoTexa ,

// moJsydaeTcsi CHHCOK CJIOTOB, OIpeJe/sieTCsl HYXHBIA CJIOT,
// OTKpbIBA€TCsl CeCCHUsl C XIHJJIOM S€SS U BBIIOJHAETCS JIOTHH.

//

// A Temepp rorosele funcs m sess mepemaioTcs B KOHTEKCT
// panee sarpyxennoro ENGINE lc¢ pll core 2012:
if (!ENGINE ctrl cmd_string(e, "ATTACH_API", funcs, 0)

| ' ENGINE ctrl cmd_string(e, "SET_SESSION", &sess, 0))
{

BIO printf(bio_err, "ATTACH_API with SET_SESSION failed\n");
goto err;

}
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// Tenepr ENGINE moakimoueH K HYKHOMY TOKEHY U TOTOB
// x pabore ¢ HuMm.

//

Wcnonb3yst maHHBI CII0COD, MOYKHO 3arpy3uTh TOJIbKO oanH sk3eMiuiap ENGINE, a za-
TeM JUHAMUYECKH IMOIKJIIOUaTh €ro K Pa3HbIM TOKEHAM U JaXKe K TOKeHaM pa3HbIX Ono-
smorek PKCS#:11, He 3aKkpbIBasi OTKPBITHIE HA COOTBETCTBYIOIIUX CJ0TaX ceccuu. IIpum
9TOM, BaXXHO IIOHUMATh, ITO B ITaHHBI MOMeHT BpeMenu 3Kk3eMiuisip ENGINE paboraer
TOJIBKO C OJHUM TOKEHOM IIPOCTO mmoToMmy, uTo B KoHTeKcTe ENGINE coxpansiercst XoHT
OJIHOM-€IMHCTBEHHOI CECCUU HA YKA3aHHOM CJIOTE€ COOTBETCTBYIOIIEH OMOINOTEKH.

Boiee moapobHO MOKHO O3HAKOMUTHCS C MCIIOJB30BAHUEM JTaHHOTO CIIOCO0A B TECTO-
BOM IpuMepe pll_api_example:

Jluctuur 5.12: pll _api example.c

#include <stdio.h>

#include <string.h>
#include <stdlib .h>
#include <openssl/bio.h>
#include <openssl/crypto.h>
#include <openssl/x509.h>
#include <openssl/pem.h>
#include <openssl/engine.h>
#include <openssl/store.h>
#include <openssl/err.h>
#ifdef WIN32

#include <windows.h>

#else

#include <unistd .h>
#include <dlfcn .h>

#endif

#include "pkcslltypes.h"
#include "pkcsillctrl.h"
#include "lc_keypair_2012.h"
#include "lc_defs_2012.h"
#include "getopt.h"

void bio print hex(BIO xbio, unsigned char xbuf, size t len) {
size t 1;
for (i=0; i<len; i++)
BIO printf(bio, "%02X%c", buf|i],
((i+1)=len ||!((i+1)%16))7?°\n’>:> ?);
}

BIO xbio err = NULL;
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BIO *bio out = NULL;

void print info (CK INFO xainfo);
void print_slot info (CK_SLOT INFO xsinfo);
void print token info(CK TOKEN INFO xtinfo);

void print info (CK INFO xainfo)
{
printf ("API Info:\n");
printf("Cryptoki Version: {%d, %d}\n",
ainfo—>cryptokiVersion.major, ainfo—>cryptokiVersion.
minor) ;
printf("Manufacturer ID: ’%.32s’\n", ainfo—>manufacturerID);
printf("Flags: Ox%x\n", ainfo—>flags);
printf("Library Description: ’%.32s’\n", ainfo—>
libraryDescription);
printf("Library Version: {%d, %d}\a",
ainfo—>libraryVersion .major, ainfo—>libraryVersion.minor
)
}

void print_slot info (CK_SLOT INFO xsinfo)

{
printf("Slot Info:\n");

printf("Slot Description: ’%.64s’\n", sinfo—>slotDescription

)

printf ("Manufacturer ID: ’%.32s’\n", sinfo—>manufacturerID);

printf("Flags: Ox%x\n", sinfo—>flags);

printf ("Hardware Version: {%d, %d}\n",
sinfo—hardwareVersion . major, sinfo—hardwareVersion.

minor) ;

printf ("Firmware Version: {%d, %d}\na",
sinfo—>firmwareVersion . major, sinfo—>firmwareVersion.

minor) ;

}

void print token info(CK TOKEN INFO xtinfo)
{

printf("Token Info:\n");

printf("\tLabel: ’%.32s’\n", tinfo—>label);
printf("\tManufacturer: ’%.32s’\n", tinfo—manufacturerID);
printf("\tModel: ’%.16s’\n", tinfo—>model);
printf("\tSerial Number: ’%.16s’\n", tinfo—>serialNumber);
printf("\tFlags: 0x%X\n", tinfo—>flags);
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printf("\tSessions: %d/%d\n", tinfo—>ulSessionCount ,
tinfo—ulMaxSessionCount ) ;
printf ("\tR/W Sessions: %d/%d\n",
tinfo—ulRwSessionCount, tinfo—ulMaxRwSessionCount) ;
printf ("\tPIN Length: %d-%d\n", tinfo—>ulMinPinLen,
tinfo —ulMaxPinLen) ;
printf("\tPublic Memory: Ox%X/0x%X\n",
tinfo —ulFreePublicMemory , tinfo—>ulTotalPublicMemory) ;
printf("\tPrivate Memory: 0x%X/0x%X\n",
tinfo—>ulFreePrivateMemory , tinfo—>ulTotalPrivateMemory)
Y
printf("\tHardware Version: %d.%d\n", tinfo—>hardwareVersion
.major ,
tinfo—>hardwareVersion . minor ) ;
printf("\tFirmware Version: %d.%d\n",
tinfo—firmwareVersion . major ,
tinfo—firmwareVersion . minor ) ;
printf("\tTime: %.16s\n", tinfo-—utcTime);

}

int main(int argc, char xxargv)
{
#ifdef WIN32
char xdefault api path = "1ls11sw2012";
HMODULE dll = NULL;
#elif  APPLE

char xdefault api path = "1ibls11sw2012.dylib";
void xdll = NULL;
#else
char xdefault api path = "1ibls11sw2012.s0";
void xdll = NULL;
#endif

CK RV rc¢ = CKR_OK;

CK C_GetFunctionList pcGetFunctionList = NULL; // pointer
to C_GetFunctionList

CK_FUNCTION LIST PTR funcs = NULL; // pointer to
PKCS #11 function list

CK _ULONG ulSlotCount = 0;

CK_SLOT ID PTR pSlotList = NULL; // pointer to slot
list

CK SLOT ID Slotld = (CK_SLOT ID)—1;

CK_INFO ainfo;

CK_SLOT INFO sinfo;

CK_TOKEN INFO tinfo ;
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char xuser pin = "01234567";
CK_FLAGS sess flags = CKF_SERIAL SESSION | CKF RW_SESSION;
CK_ SESSION HANDLE hSession = CK INVALID HANDLE;
static CK BBOOL bTrue = CK_TRUE,
bFalse = CK_FALSE;
static CK_OBJECT CLASS ulClass PrivKey = CKO PRIVATE KEY;
static CK_OBJECT CLASS ulClass PubKey = CKO PUBLIC KEY;
ENGINE xe — NULL;
STORE *st = NULL;
EVP_PKEY xpkey = NULL;
EVP PKEY CIX *xctx = NULL;
unsigned char msg|]| = {
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0Ox0a, O0x0b, 0x0c, 0x0d, O0x0Oe, 0x0f, 0x00,
IE
EVP_MD smd = NULL;
EVP_MD CTX #md ctx = NULL;
unsigned char hash[64];
unsigned int hash len = sizeof(hash);
unsigned char sig|[128];
size _t sig len = sizeof(sig);
LC_ GOST2012 KEYPAIR xlcc gost2012 key = NULL;
#ifdef WIN32

static char xdefault engine path = "lc_pll_core_2012";
#elif  APPIE
static char xdefault engine path = "/usr/local/lib/engines/
liblc_pll_core_2012.dylib";
#else
static char xdefault engine path = "/usr/local/lib/engines/
liblc_pll_core_2012.s0";
#endif

char xengine path = NULL;
char xapi path = NULL;
extern char xoptarg;
int c;
BIO xbio pkey = NULL;
char xpkey pem path = "test_cp_key.pem";

char xcert pem path = "test_cp_cert.pem";
char label[] = "test_cp";
OPENSSL_ITEM attr_label [| = {

{STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}

}s
OPENSSL ITEM attr id[] = {
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{STORE_ATTR_KEYID, NULL, 0, NULL},
{STORE ATTR END, NULL, 0, NULL}
b

while ((¢ = getopt (arge, argv, "a:s:"))!l=—1){
switch (c¢){
case ’a’:
api_path = BUF _strdup(optarg);
break;
case ’s’:
Slotld = atoi(BUF_strdup(optarg));
break;
}

}
if (!engine path) {

engine path = BUF _strdup(default engine path);
}

if (lapi_ path) {
api_path = BUF _strdup(default api_ path);
}

// Error messages output
if (bio_err = NULL)
if ((bio_err = BIO_new(BIO s file())) != NULL)
BIO set fp(bio_err, stdout, BIO NOCLOSE|BIO FP TEXT) ;

// Standard output
if (bio out = NULL)
if ((bio_out=BIO new(BIO s _file())) != NULL)
BIO set fp(bio_out, stdout, BIO NOCLOSE|BIO FP TEXT) ;

BIO printf(bio_err, "%s PKCS#11 API & OpenSSL test\n",
engine path);
// Builtin engines should be loaded first
// to access builtin "dynamic" engine then.
ENGINE load builtin engines() ;

// Barpyxaem ENGINE lc _pll core 2012.

// Tlo ymomuanuo, ou 3arpyxkaercsa ¢ ID "lsllsw2012",
// HO MBI BoOOmE He OyJIeM HCHOAb30BaTh 3xech ero ID.
e = ENGINE by id("dynamic");

if (e)

{
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if (!ENGINE ctrl cmd string(e, "SO_PATH", engine path, 0)
|| 'ENGINE_ctrl cmd_string(e, "LOAD", NULL, 0))
{

BIO printf(bio_ err,
"Loading ENGINE %s failed\n", engine path);
goto err;
}
}

/) Ihru PKCS#11:
// Barpyxaem 6ubmmorexky PKCS#11.
#ifdef WIN32
// Extention ".dll" will be added automatically to api_ path
dll = LoadLibrary (api_ path);
#else
// Prefix "lib" and extention ".so" or ".dylib" should be
present in api_ path
dll = dlopen (api_path, RILD NOW) ;
#endif
if (dll = NULL) {
fprintf(stderr, "LoadLibrary failed\n");
goto err;
}
// Honyuaem cnucoxk dynkmuit PKCS#11.
Hifdef WIN32
pcGetFunctionList = (CK_C_GetFunctionList) GetProcAddress(dll
, "C_GetFunctionList");
#else
pcGetFunctionList = (CK C GetFunctionList)dlsym(dll, "
C_GetFunctionList");
#endif
if (pcGetFunctionList = NULL) {
fprintf(stderr, "Can’t get C_GetFunctionList address\n")

goto err;

}

rc = pcGetFunctionList(&funcs);

if (rc != CKR OK) {

fprintf(stderr, "C_GetFunctionList failed, rc = OxJ%x\n",
re);

}
/) Nannmamusupyem PKCS#11 API

rc = funcs—C Initialize (NULL) ;
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if (rc != CKR OK) {
fprintf(stderr, "C_Initialize failed: Ox%x\n", rc);
goto err;

}

// Tlonyuaem umupopManuo o O6ubIHOTEKE .

rc = funcs—C_Getlnfo(&ainfo);

if (rc != CKR OK) {
fprintf(stderr, "C_GetInfo failed: Ox%x\n", rc);
goto err;

}

print info(&ainfo);

// Tlosydaem CHHCOK CJIOTOB C TOKEHAMH .
rc = funcs—C_GetSlotList (CK TRUE, NULL, &ulSlotCount);
if (rc != CKR OK) {
fprintf(stderr, "C_GetSlotList failed, rc = Ox%x\n", rc)

goto err;

}

if (ulSlotCount > 0)

pSlotList = (CK SLOT ID PTR) malloc(ulSlotCountxsizeof (
CK SLOT ID));
rc = funcs—C _GetSlotList (CK_TRUE, pSlotList , &
ulSlotCount ) ;
if (rc != CKR OK) {
fprintf(stderr, "C_GetSlotList failed, rc = Ox%x\n",
rc);

}
} else {

fprintf(stderr, "No slots with token present found\n",

goto err;

rc);
rc = CKR_FUNCTION FAILED;
goto err;
}
if (Slotld — —-1) {
// Ucnonb3yeMm nepBblii MONABIMHACS CJAOT € TOKEHOM.

SlotId = pSlotList [0];

// Tonyguaem mupopMmManmo o cioTe.
rc = funcs—C _GetSlotInfo (Slotld , &sinfo);
if (rc != CKR OK) {

goto err;
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}
print slot info(&sinfo);
// Toanyuaem mHbOPMAIMIO O TOKEHE .
rc = funcs—C_GetTokenlnfo(Slotld , &tinfo);
if (rc != CKR OK) {
goto err;
}

print token info(&tinfo);
// OTkpblBaeM CeCcCHIO Ha CJIOTE.

rc = funcs—C _OpenSession (Slotld ,
sess flags ,
NULL,
NULL,
&hSession ) ;

if (rc != CKR OK) {
goto err;

}

// BblmosHsiem JoruH.
rc = funcs—C _ Login(hSession, CKU USER, (CK UTFSCHAR PTR)
user pin, strlen (user pin));
if (rc != CKR OK) {
fprintf(stderr, "C_Login failed, rc = Ox%x\n", rc);
goto err;
}

// IIhru OpenSSL:
// Torosele funcs um sess nepejanrcs B KOHTEKCT
// panee sarpyxennoro ENGINE lc pll core 2012:
if (!ENGINE ctrl cmd string(e, "ATTACH_API", (const char x)
funcs, 0)
| ['ENGINE ctrl cmd string(e, "SET_SESSION", (const char x)&
hSession, 0))
{
BIO printf(bio err, "ATTACH_API with SET_SESSION failed\n");
rc = (CK_RV)—1;
goto err;
}
// Tenepr ENGINE moxkimoueH K HyKHOMYy TOKEHY M TIOTOB
// x paboTe ¢ HuM.

// Tonyaaem u3 ENGINE unrepdeiic STORE.
st = STORE new _engine(e) ;
if (!st) {

BIO printf(bio_err, "ENGINE has no STORE interface\n");
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rc = (CK RV)—1;
goto err;

}

// BakpyxkaeMm 3akpbIThlii kKirou u3 HezammdposanHoro PEM—baiina
bio pkey = BIO new file(pkey pem path, "rb");
pkey = PEM read bio PrivateKey(bio pkey, NULL, NULL, NULL);
BIO _free(bio pkey);
if (!pkey) {
BIO printf(bio_err, "Can’t read private key from PEM
file\n");
rc = (CK RV)—1;
goto err;
}
lecc gost2012 key = (LC_GOST2012 KEYPAIR *)EVP PKEY getO(pkey) ;
if (lcc gost2012 key—>is real priv_key) {
BIO printf(bio_out, "Imported private key value:\n");
bio print hex(bio_ out, lcc gost2012 key—>priv_key value,
lecc _gost2012 key—>priv_key len);
}

BIO printf(bio_out, "Imported private key ID:\n");
bio print hex(bio_ out, lcc gost2012 key—>priv_key id,
sizeof (lcc gost2012 key—>priv_key id));

// Belrpykaem 3akpbiTblii Kiod Ha TokeH 4depe3s uHTepdeiic STORE.
attr label |0].value = label;

attr _label [0].value size = strlen(label)+1;

if ( 0 >= STORE _ store private key( st, pkey, attr label, NULL

) )
{

BIO printf(bio_err, "STORE_store_private_key failed\n" );
rc = (CK_RV) -1,
goto err;
}
EVP_ PKEY free(pkey) ;
pkey = NULL;

// Hoayuaem maTepdeiic 3aKpbITOro K/oda Ha TOKEHE
// mo mmenu daitia ceprudurara.
pkey = ENGINE load private key(e, cert pem path, NULL, NULL) ;
if (!pkey) {
BIO printf(bio_err, "ENGINE_ load_private_key failed\n" );
rc = (CK_RV) -1,

goto err;
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}

BIO printf(bio out,
"Private key ID loaded by certificate file path %s:\n",
cert _pem path);

bio print hex(bio_out, lcc gost2012 key—>priv_key id,
sizeof (lcc_gost2012 key—>priv_key id));

EVP_PKEY free(pkey) ;

pkey = NULL;

// Hpyroit cmocob:

// Honyuaem nnrepdeiic 3aKpbITOro KJjIoda Ha TOKEHE
// mo ero merke.

pkey = ENGINE load private key(e, label, NULL, NULL);
if (!pkey) {
BIO printf(bio_err, "ENGINE_ load_private_key failed\n" );
rc = (CK RV) —1;
goto err;
}
BIO printf(bio out,
"Private key ID loaded by label ’%s’:\n", label);
bio print hex(bio out, lcc gost2012 key—>priv_key id,
sizeof (lcc _gost2012 key—>priv_key id));
EVP_ PKEY free(pkey);
pkey = NULL;

// VYnmansieM 3aKpBITBII KJIOY Ha TOokKeHe 1o ero ID
// ¢ nomompio unrepdeitca STORE.
attr _id [0]. value = lcc gost2012 key—>priv_key id;
attr _id [0]. value size = sizeof(lcc gost2012 key—>priv_key id);
rc = STORE delete private key(st, attr id, NULL);
if (re 1= 1) {
BIO printf(bio_err, "STORE_delete_private_key failed\n" );
rc = (CK_RV) —1;
goto err;

}

// IlpoBepsiem paboTy pa3/IMYHBIX NPUKJAJIHBIX aJTOPUTMOB .
// Hanimkect 3411-—94.
BIO printf(bio_out, "Make NID_id_GostR3411_94 message digest

\H") :
md = (EVP_MD *)ENGINE get digest(e, NID id GostR3411 94);
if (Imd) {

BIO printf(bio_err, "Can’t get digest
NID_id_GostR3411_94\n");
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rc = (CK RV)—1;
goto err;
}
md_ctx = EVP_MD_ CTX create() ;
rc = EVP Digestlnit ex(md ctx, md, e);
if (re 1= 1) {
rc = (CK_RV)—1;
goto err;
}
rc = EVP DigestUpdate(md ctx, msg, sizeof(msg));
if (rec !=1) {
rc = (CK RV)—1;
goto err;
}
rc = EVP_ DigestFinal (md ctx, hash, &hash len);
if (rc 1= 1) {
rc = (CK_RV)—1;
goto err;

}

EVP_MD_ CTX destroy(md _ctx) ;

// Tenepupyem KioueByK mapy
BIO printf(bio out,
"Generate NID_id_GostR3410_2001 key pair with %s\n",
SN id GostR3410 2001 CryptoPro A ParamSet) ;

{

OPENSSL_ITEM attr keypair || = {
{STORE_ATTR_FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR END, NULL, 0, NULL}

};

OPENSSL _ITEM param keypair [| = {
{STORE_PARAM EVP TYPE, NULL, 0, NULL},
{STORE_PARAM_KEY PARAMETERS, NULL, 0, NULL},
{0, NULL, 0, NULL}

};

int pkey nid = NID id GostR3410 2001;

int parnid = NID id GostR3410 2001 CryptoPro A ParamSet;

attr _keypair [0]. value = label;

attr keypair [0]. value size = strlen (label)+1;

param _keypair [0]. value = &pkey nid;

param _keypair [0]. value size = sizeof(pkey nid);

param keypair [1]. value = &parnid;

param_keypair [1]. value size = sizeof(parnid);

AMCECH

codpt 129




I'mapa 5. Ilpumepbr mporpaMm 5.9. OcobenHOCTH IIPOrPAMMHUPOBAHHS JIJISI TOKEHOB

pkey = STORE generate key(st, attr keypair, param keypair);
if (!pkey)
{
BIO puts(bio_err, "Error generating key\n");
ERR print errors(bio err);
rc = (CK_RV) -1,
goto err;
}
BIO printf(bio_err,
"Keypair ’%s’ with algorithm %s and paramset %s generated
in store\n",

label , OBJ nid2sn(pkey nid), OBJ nid2sn(parnid));
}

lecc gost2012 key (LC_GOST2012 KEYPAIR *)EVP PKEY getO(pkey);
if (lcc_gost2012 key—>is real priv_key) {
BIO printf(bio out, "Generated private key:\n");
bio print hex(bio out, lcc gost2012 key—>priv_key value,
lecc _gost2012 key—>priv_key len);
} else {
BIO printf(bio_out, "Generated private key ID:\n");
bio print hex(bio out, lcc gost2012 key—>priv_key id,
sizeof (lcc _gost2012 key—>priv_key id));

// Tenepamms SLI
memset (sig, 0, sizeof(sig));
// Coszmaem kourekct Sl nas 3akpeiroro kimoda c¢ momoripio ENGINE
BIO printf(bio_out, "Create sign context\n");
ctx = EVP_PKEY CTX new(pkey, e);
if (ctx) {
// TloanuceBaem naiimxect hash.
BIO printf(bio_out, "Sign message hash\n");
rc = EVP PKEY sign init(ctx);
if (re = 1) {
rc = EVP_PKEY sign(ctx, sig, &sig len, hash,
hash len);
if (lre) {
rc = (CK_RV)—1;
goto err;
}
BIO printf(bio_out, "Signature generated 0K\n");
} else {
rc = (CK_RV) -1,
goto err;
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EVP_PKEY CTX_ free(ctx);
}

// Tlposepka OSIII.
// Coszmaem xourekct S mast oTkpeiToro Kjmoda ¢ momoripio ENGINE

BIO printf(bio _out, "Create verify context\n");

ctx = EVP_PKEY CTX new(pkey, e);

if (ctx) {
// IlpoBepsiem SIII
BIO printf(bio_out, "Verify message hash signature\n");
rc = EVP_ PKEY verify init(ctx);
if (re =— 1) {

rc = EVP_ PKEY verify(ctx, sig, sig len, hash,
hash len);

if (lre) {
rc = (CK_RV)—1;
goto err ;
¥
BIO printf(bio_out, "Signature verified 0K\n");
} else {
rc = (CK_RV) -1,
goto err;
}
EVP PKEY CTX free(ctx);
}
EVP PKEY free(pkey);
pkey = NULL;
if (st) {
// Remove created token objects
OPENSSL_ITEM attr keypair|[] = {
{STORE_ATTR, FRIENDLYNAME, NULL, 0, NULL},
{STORE_ATTR_END, NULL, 0, NULL}
};

attr _keypair [0]. value = label;

attr keypair [0]. value size = strlen (label)+1;

rc = STORE delete private key(st, attr keypair, NULL);
if (rc 1= 1) {

BIO printf(bio_err, "STORE_delete_private_key failed\n" );
rc = (CK_RV) -1,

goto err;
}
ncgen.,
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rc = STORE delete public_key(st, attr keypair, NULL);
if (rec != 1) {

BIO printf(bio err, "STORE_delete_public_key failed\n" );
rc = (CK_RV) -1,
goto err;

}
}

// JlorayT
rc = funcs—C_Logout(hSession);
if (rc != CKR OK) {
goto err;
}

// BakpblBaeM cecCHio

rc = funcs—C_CloseSession (hSession);
if (rc != CKR OK) {

goto err;
}

BIO printf(bio_err, "Free OpenSSL interface objects\n");

// OcBoboxknaem ENGINE

if (e)
ENGINE _free(e);
e = NULL;

if (bio_ out)
BIO _free(bio_out);

BIO printf(bio_err, "%s PKCS#11 API & OpenSSL test SUCCESS\n",
engine path);

fprintf(stdout , "SUCCESS\n");
rc = 0;
return rc;

err :
return rc;
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6 VTnanntbl KOMaHAHOWN CTPOKW

UcnonwzoBanne yTuint KomauHo# crpoku lessl u store npeanosaraer, uro LCSSL u
ENGINE wuHCcTAIMpOBaHbl B CUCTEME IITATHBIM 0OPa30M.

6.1 ®aiin kKoHcpurypayun

Opurnnageabiit OpenSSL 1.0.0 mpemgocTaBiisieT BO3MOXKHOCTD BBITIOJTHEHUST Pa3/Int-
HBIX Olleparuii ¢ moMorbio yruanthl lessl. [Ias ucnonb3oBanus ¢ lc_core_2012 wmim
lc_pl1l_core_2012 yruiursl lcssl HykHO IpegBapuTebHO B daiiie kouduryparuu openssl.cnf
Pa3MeCTUTh CJIEIYIOINe CeKITUN:

6.1.1 Windows

openssl_conf = openssl_def

[openssl_def]
engines = engine_section

[engine_section]
1cc2012 = 1lc_core_2012_section
#1ccpl112012 = 1lc_pll_core_2012_section

[1c_pll_core_2012_section]

dynamic_path = lc_pll_core_2012

default_algorithms = ALL

ATTACH_API = 1s11sw2012

ENGINE_ID = 1s11sw2012

OPEN_SESSION = CKF_SERIAL_SESSION|CKF_RW_SESSION

LOGIN = 01234567

PARAMS_GOST28147 = id-Gost28147-89-CryptoPro-A-ParamSet

[1c_core_2012_section]

dynamic_path = lc_core_2012

default_algorithms = ALL

PARAMS_GOST28147 = id-Gost28147-89-CryptoPro-A-ParamSet
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6.1.2 Linux

openssl_conf = openssl_def

[openssl_def]
engines = engine_section

[engine_section]
1cc2012 = 1c_core_2012_section
#1ccpl112012 = 1c_pll_core_2012_section

[1c_core_2012_section]

dynamic_path = /usr/local/lib/engines/liblc_core_2012.s0
default_algorithms = ALL

PARAMS_GOST28147 = id-Gost28147-89-CryptoPro-A-ParamSet

[1c_pll_core_2012_section]

dynamic_path = /usr/local/lib/engines/liblc_pll_core_2012.so0
default_algorithms = ALL

ATTACH_API = /usr/local/lib/libls11sw2012.s0

ENGINE_ID = 1s11sw2012

OPEN_SESSION = CKF_SERIAL_SESSION|CKF_RW_SESSION

LOGIN = 01234567

PARAMS_GOST28147 = id-Gost28147-89-CryptoPro-A-ParamSet

B rakoit kondurypamun yruaura lessl 6ymer ncnonbzosarh ENGINE lc_core_2012.
st ucrronbzoBannst ENGINE 1c_pli_core_2012 ¢ 6ubmmoreroit PKCS#11 Is11sw2012
caeayerT 3aKOMMEHTUPOBATh cTpOKy lcc2012 B engine_section um pacKOMMEHTHPOBATH
ctpoky leepl112012. s ncnons3oBanust 1c_pll_core_2012 ¢ apyroit bubanorexoit PKCS#11
HY>KHO J0OABUTDH AHAJOIUYIHYIO CEKIINIO, 3aMEHUB UMsi OMOJIMOTEKH.

Bamernm, aro TK 26 pekoMeHIyeT UCIIOIB30BATh JJIsi CAMMETPUTHOIO MU(MPOBAHUS
HOBBIIT HAGOp mapaMeTpoB id-tc26-gost-28147-89-param-A (1.2.643.7.1.2.5.1.1), koTo-
pblit mogaepkuBaercst 6ubanorexoii lcc2012 1 ENGINE 1c_core_2012.

ITo ymosrganwio, myTh K (haily KOHPUIypallnu B yTUIUTE ONPEIE/ISIeTCs 3HATeHNEM
nepemMeHHoil cpeabl LCSSL_CONF.

B mexoTopbIx BapnaHTax UCIIOIb30BAHNS YTUIUTHI MOXKHO sIBHO yKa3aTh Iy Th K (ailry
KOH(UI'YPAIUU C TIOMOIIBIO ONIuu -config. To mpeouTuTeIbHO B TeX CIydasX, KOrja
JKeJIATeIbHO MCKJIIOUUTD IYTAHUILY NIpHU Hcnob3oBanuu pasiandabix ENGINE, mpemo-
CTABJIAIOIINX aHAJOIMYHbIE HHTEPQEHCHI.

[To ymomaanuio, myTh K guaamudeckuMm oubanorekam ENGINE B yrumute onpesensi-
ercd 3HadeHueM lepeMeHHol cpeibl LCSSL_ENGINES.

SamernmM, 9TO JijIsi PabOTHI ONMMCAHHBIX BBINIE TPUMEPOB MporpaMM ¢aiiji KoHPUry-
panun He Hy»KeH, IIOTOMY 9TO BCE KOH(UI'YPAIMOHHBIE AEHCTBUsST MPOU3BOMAUTCI B HUX
HEIIOCPEICTBEHHO C ITOMOIIBIO YIIPABJISIIOIIIX KOMAaH].
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6.2 YTunurta lcssl

6.2.1 lNeHepauusa paiigy>xecTa

[To anropurmy 'OCT P34.11-94:

>lcssl dgst -binary -md_gost94 -out digest_94.bin data.bin
ITo amropurmy I'OCT P34.11-2012-256:

>lcssl dgst -binary -gost3411-2012-256 -out digest-2012-256.bin data.bin
ITo anropurmy 'OCT P34.11-2012-512:

>lcssl dgst -binary -gost3411-2012-512 -out digest-2012-512.bin data.bin

6.2.2 lenepauns HMAC

>lcssl dgst -binary -md_gost94

-hmac
0102030405060708091011121314151617181920212223242526272829303132
-out hmac.bin data.bin

Samenss B 3roil komanje md_gost94 na gost3411-2012-256 mim gost3411-2012-512,
moxkHO osiyants HMAC o apyrum ajaropurmam.

6.2.3 lNeHepauns MMUTOBCTaABKMU

>lcssl dgst -mac gost-mac -binary -macopt

hexkey:
3132333435363738393031323334353637383930313233343536373839303132
-out mac.bin data.bin

6.2.4 CummeTtpuyHoe wuncpoBaHme

3awwndposatue

>lcssl enc -e -gost89 -out ciphertext.bin -in plaintext.bin
-K 0102030405060708091011121314151617181920212223242526272829303132
-iv 0102030405060708

Pacwudposatue

>lcssl enc -d -gost89 -out decryptedtext.bin -in ciphertext.bin
-K 0102030405060708091011121314151617181920212223242526272829303132
-iv 0102030405060708
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6.2.5 leHepauuns kno4eBoOW napbl
leHepauus knwoyesol napbl ytunutoii genpkey
s TOCT P34.10-2001:

>lcssl genpkey -algorithm gost2001 -pkeyopt paramset:A
-out keypair.pem

g TOCT P34.10-2012-256:

>lcssl genpkey -algorithm gost3410-2012-256 -pkeyopt paramset:A
-out keypair.pem

L T'OCT P34.10-2012-512:

>lcssl genpkey -algorithm gost3410-2012-512 -pkeyopt paramset:A
-out keypair.pem

IIpu wucnonp3oBanumn yTUIUTHl genpkey reHepupyercss HOBas KJIIOYeBas Iapa U 3aTeM
3aKPBITHII KJII0Y coxpaHsieTcs B (aiisie keypair.pem.
6.2.6 leHepauuns OTKpPbLITOro KaKO4a

TlonyunTsh daita OTKPBITOTO KJII0YA 10 3aKPHITOMY KJIFOUY MOXKHO CJIeTyIOIei KOMaH-
JIOTA:

>lcssl pkey -in keypair.pem -pubout -out pubkey.pem

6.2.7 leHepauus v npoBepka DU

FeHepauusa DL

>lcssl pkeyutl -sign -in digest.bin -out sig.bin

-inkey keypair.pem

Mposepka UM

>lcssl pkeyutl -verify -in digest.bin -sigfile sig.bin -pubin
-inkey pubkey.pem

6.2.8 DkcnopT B KoHTeHep PKCS12

[Ipu cozsaHny BBIXOJHOTO KOHTEHEpa OyJ/IeT 3allpOIIeH MapoJib. B JaHHOM IpuMepe
BKCIIOPTUPYEMbIE 3aKPBITHIN K04 U ceprudukrar Haxonaarcs B ogaom PEM-daitne. Ecim
OHH HAXOJATCS B pa3HbIX (hailjiax, To BMECTO —in HY>KHO UCIOJIb30BaTh —inkey u —certfile
COOTBETCTBEHHO.

>1lcssl pkcsl2 -export -in test_cp.pem -name test_cp
-keypbe gost89 -certpbe gost89 -macalg md_gost94
-out test_cp.pl2
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6.2.9 NmnopT u3 koHTeiHepa PKCS12

ITeper uMIOPTOM M3 BXOIHOTO KOHTEHHEpaA Oy1eT 3aIpOIeH Tapoyib. 3AKPBITHIA KU
u ceprudurar OyayT BeITPy2KeHbl B oqud PEM-dait.

>lcssl pkcsl2 -in test_cp.pl2 -nodes -out test_cp.pem

Ecan mykKHO BBITPpY3UTH 3aKPLITBHIH K09 U CcepTUMUKAT B pasHbie (ailjabl, TO 3TO
JeJIaeTCA B JIBa IpUEMa:

>1lcssl pkcsl2 -in test_cp.pl2 -nodes -nocerts -out test_cp_key.pem
>lcssl pkcsl2 -in test_cp.pl2 -nodes -nokeys -out test_cp_cert.pem

6.2.10 3awumuweHHoe coeguHenne no HTTPS

Crenyromast KOMaH 1a yCTaAHABJIMBAET aHOHUMHOE coejinneHue 1o rporokoay HTTPS
¢ caiitom Kpunrollpo:

>lcssl s_client -connect cryptopro.ru:443 -CAfile cp-ca.cer

B daitste cp-ca.cer noyken xpanuTbes goBeperubiit ceprudukar Y L Kpunro-ITpo. [Tocse
YCTAHOBJICHUS COETUHEHNUSI JIOJI?KHA OBITH MOJIyYIeHA MPUMEPHO CJIeIYIONas NH(MOPMAIIH
Ha 9KpaHe:

No client certificate CA names sent

SSL handshake has read 1180 bytes and written 422 bytes
New, TLSv1/SSLv3, Cipher is GOST2001-GOST89-GOST89
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : GOST2001-GOST89-GOST89

Session-ID: C8E75F3953B88F5AEED116B16F78CA4CB
94FEA26160D6CD95952D020957968AF

Session-ID-ctx:

Master-Key: 745FB722F451CEB7180664DEA1F196A6
DFBF89642811D8C70E067598BB8496E2
38DC4D5407C6F96A3BC2D3D06839E8BT

Key-Arg : None

PSK identity: None
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PSK identity hint: None
Start Time: 1295435107
Timeout : 300 (sec)
Verify return code: 0 (ok)

Tenepn 3aruIneHHoe coeMHEHNE YCTaHOB/IEHO. Jlajee MOYXKHO, K IPUMEDPY, BBECTU KOMAaH-
JIy JIUIsl CKQIUBaHUs KOPHEBOH cTpaHuIibl caiita. Jjist 9Toro Hy»KHO BBECTH C KJIABUATYPbI
caenytonyio komanay n Haxkarb ENTER:

>GET / HTTP/1.0

3aTteMm HYKHO eme pa3 Haxkarh kiasuity ENTER mia 3aBeprmenus ceanca. Ha sxpame
noJken nogaBuThed ucxonubiii HTML-kom KopHeBO#i cTpaHuIlsl caiiTa, mocje Yero ceanc
3aBEPIIHTCS.

Jlst yCTaHOBKM 3allUINEHHOTO ABTOPU30BAHHOIO COEIMHEHMS HYXKHO YKa3aTb B KO-
MaH/Ie MT0JIb30BATEeIbCKIAI 3aKPBITHIN K/II0Y 1 cepTudukar. B manHOM mpumepe OHH CO-
Jepxkarcst B offHOM daitiie test_cp.pem. 3aMeTuM, 9TO HCIOIB3YeTCsl APYTOil MOpT —
4444.

>lcssl s_client -connect cryptopro.ru:4444 -CAfile cp-ca.cer -cert test_cp.pem

[Tocne ycranoBku coemunenus c¢ caiitom Kpunro-IIpo TtecToByio crpanuity ¢ aBTopuzo-
BAHHBIM JIOCTYIIOM MOXKHO ITPOYUTATH KOMAaH]ION:

>GET /test/tls-cli.asp HTTP/1.0

6.2.11 CospaHue TectoBoro YL

st mpoBepku padorer kKomas Y1 MoxkHO opranu3oBaTh mpocreiiinuii TectoBbrit Y11,
st aToro mocrarouno co3iarh nanky ./demoCA, a B Heil nanku private, newcerts u jBa
daiina: mycroit daiis index.txt u daitn serial, conepxantuit 01. Ilocse sToro, ciemyiomnieit
KOMAHJION req Hy»KHO CO3/IaTh KJIOUeByo mapy Y1l u camono ucansbiii cepTuduKaT:

>lcssl req -x509 -newkey gost2001 -pkeyopt paramset:XA
-keyout ./demoCA/private/cakey.pem -out ./demoCA/cacert.pem

3aMeTHM, 9TO ecjIii KJI4YeBas lapa co3/aeTcst Ha ToOKeHe, To B daiiie cakey.pem cojep-
JKUTCSI He 3HaYeHne 3aKPBITOrO KJ04a, a ero uiaeHTudukaTop. Vcmonip30Banne 3aKpbl-
TOrO KJIIOYa 10 UIeHTHpHUKaTOpy obecrednBaercst coorpercrByomnM ENGINE.

st Toro, aTo6bI TecToBBIN Y1 He 3aBUCEST OT TOKEHA, MOXKHO CO3/1aTh €TI0 W HUCIIOJIb-
zoBath ¢ ENGINE 1c_core_2012. [/Iyist 9T0r0 HY>KHO HE 3a0BbITH IIPOIIUCATH COOTBETCTBY-
IOIIYIO CeKIUIO B (raitjie KOHMUryparum:

[engine_section]
1cc2012 = 1lc_core_2012_section
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[1c_core_2012_section]

dynamic_path = lc_core

default_algorithms = ALL

PARAMS_GOST28147 = id-Gost28147-89-CryptoPro-A-ParamSet

st mctonb3oBanust 1c_core_2012 ero naeHTu(UKATOP SIBHO YKA3LIBAETCA B KOMAHTHOM
CTPOKeE:

>lcssl req -x509 -newkey gost2001 -pkeyopt paramset:XA
-keyout ./demoCA/private/cakey.pem -out ./demoCA/cacert.pem
-engine lc_core_2012

6.2.12 Cos3pgaHue 3anpoca Ha cepTudmkat

C 1oMOIIBI0 KOMAH/IBI I'e(] MOYKHO CMeHEPUPOBATH HOBYIO KJIFOUEBYIO IIapy U 3aIpoc Ha
ceprudukar B popmare PKCS#10:

>lcssl req -newkey gost2001 -pkeyopt paramset:XA -out req.pem
-engine lc_core_2012

6.2.13 Bblgaya ceptudmkata no 3anpocy

C moMoInpo KOMaHIbl ca MOXKHO Ha TecroBoM Y11 mo 3anpocy B dpopmare PKCS#10
CO3JIaTh cepTU(UKAT, MOANMUCAHHBIN 3aKpBITHIM KitouoM Y. Ecau mua VI ucmosnbsy-
ercst lc_core_2012, T0O ero uaeHTHMUKATOP SIBHO YKA3BIBAETCS B KOMAHIHON CTPOKE:

>lcssl ca -in req.pem -out newcert.pem -engine lc_core_2012

6.3 VYTunwura store

Iraruabie yruanrer OpenSSL paccuntanbl Ha pabory ¢ dailjaMu 1 He BCerja MOIYT
OBITH IIPUCIIOCODJIEHBI /It paOOTHI ¢ 0O0beKTaMu TokeHa. JlomoiHuTe/IbHAs yTUINTA Store
pa3paboTaHa, CIIEIUAIBLHO JJIsi PAOOTHI ¢ 0ObEKTaMU TOKEHA.

TTopsiiok BBIZOBA:

Usage: store [options]
where options may be

-engine e use engine e, possibly a hardware device
(lccryptoki_fs by default)
-genkey label generate keypair with label friendly name

-pkeyopt keyalg:{gost2001|gost3410-2012-256|gost3410-2012-512}
paramset:{A|B|C|XA|XB}
key algorithm and parameter set (gost2001 and A by default)

-list list object types and labels
-delete label remove all objects with label friendly name
-clear remove all objects
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-rename label newlabel
rename all objects with label friendly name

-import label import object with label friendly name
-inkey file private key file path for import
-incert file X509 certificate file path for import
-inform arg file format for import (PEM or DER)
-inpass arg file password for import

NB: options order may be important!

Hampumep, eciu BozBarh yruiuty store ¢ dpyiarom -list, To OymeT BbIIaH CIIHUCOK BCEX
00'bEKTOB TOKEHA € YKA3aHMEM WX TUIOB M METOK:

>store -list
Using configuration from
C:\Program Files\LISSI-Soft\LCSSL\ssl\openssl.cnf
engine "ls11sw2012" set.
Stored objects:
1: CKO_PRIVATE_KEY, label:’pkey 1149’
2: CKO_PRIVATE_KEY, label:’my pkey’

0K

6.3.1 lNeHepauus kno4eBoi napbl

>store -genkey label -pkeyopt keyalg:gost3410-2012-512 paramset:A

[Ipu ncnosb3oBaHMM yTUINTBHI store Ha TOKEHE INeHEPUPYEeTCsl HOBas KJOo4YeBas Iapa,
mpudueM ee 0ObeKTaM sIBHO IIPHUCBAMBAETCS 3aJaHHAasT MeTKa label, 1o KOTOpoit mX MOXKHO
Oyner naeHTU(UINPOBATEL B JaIbHEHIIeM.

6.3.2 VMIMnopT 3akpbITOro Kato4a

>store -import label -inkey priv_key_file

Ha Tokene cozmaercs 00beKT 3aKPBITOTO KJl049a ¢ MeTKoi# label m co 3Havenmem arpu-
oyra CKA ID, pasroro maiizkecty SHA-1 or 3Ha9eHNsT COOTBETCTBYIOIIETO OTKPBITOTO
kio4a. [lo ymomganuio, npesmrosnaraercs, 9ro dailjl 3aKPBITOr0 K04 IIPEJICTaBIeH B
dopmare PEM. Eciun PEM-daitn 3amudpoBaHn, To HY>KHO JT00aBUTH -inpass password.
Ecin daitn npencrasien B popmare DER, To Hy)kHO mobasuts -inform DER.

6.3.3 NmnopT ceptndpnkara

>store -import label -incert cert_file
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Ha Tokene cozmaercs obbekT ceprudukrara ¢ meTkoit label m co 3madenmem arpubyTta
CKA_ID, pasnoro jaiiizkecty SHA-1 or 3HayeHusi oTkpbITOro Kiaoda. [lo ymordganuio,
mpejamnosaraercs, uTo daitn ceprucdukara npencrasiex B ¢dopmare PEM. Ecomu PEM-
daiis 3ammndpoBaH, TO HyKHO 100aBUTL -inpass password. Ecau daitn npegcrasien B
dopmare DER, To Hy)kHO m006aBuTh -inform DER.
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7 JlnueH3unn

Jluniensust qs OpenSSL:

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License

~
*

Copyright (c) 1998-2011 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact
openssl-core@openssl.org.

X X K K K K X X X K K K K X X X X K X X X X X *

5. Products derived from this software may not be called "OpenSSL"
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nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ¢“AS IS’’ AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

¥ K X X X X K K XK X X X K K K X X X X X X X X X X *

*
~

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
A1l rights reserved.

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

¥ K X X X X X X X X X X
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¥ O X X K K K K X X X X K K K X X X X K K K X X X X K K K X X X K K K K X X X X * *

*
~

Copyright remains Eric Young’s, and as such any Copyright notices in

the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:
"This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)"
The word ’cryptographic’ can be left out if the rouines from the library
being used are not cryptographic related :-).
4. If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ‘‘AS IS’’ AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. 1IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

The licence and distribution terms for any publically available version or
derivative of this code cannot be changed. 1i.e. this code cannot simply be
copied and put under another distribution licence

[including the GNU Public Licence.]

/\IACSCCIA

oot 144



I'maBa 7. Jlunensnn

B 1cc2012, ucnonbayercst bubimoreka BigDigits [17] komnanun DI Management Servies
Pty Limited B cooTBeTCTBUE ¢ TIPUBEIEHHON HUXKE JINIIEH3UEH.

This source code is part of the BIGDIGITS multiple-precision arithmetic library Ver-
sion 2.4 originally written by David Ireland, copyright (c¢) 2001-13 D.I. Management
Services Pty Limited, all rights reserved. You are permitted to use compiled versions of
this code at no charge as part of your own executable files and to distribute unlimited
copies of such executable files for any purposes including commercial ones provided you
agree to these terms and conditions and keep the copyright notices intact in the source
code and you ensure that the following characters remain in any object or executable
files you distribute AND clearly in any accompanying documentation:

”Contains BIGDIGITS multiple-precision arithmetic code originally written by David
Ireland, copyright (c) 2001-13 by D.I. Management Services Pty Limited
(www.di-mgt.com.au), and is used with permission.”

David Ireland and DI Management Services Pty Limited make no representations
concerning either the merchantability of this software or the suitability of this software
for any particular purpose. It is provided ”as is” without express or implied warranty of
any kind. Our liability will be limited exclusively to the refund of the money you paid
us for the software, namely nothing. By using the software you expressly agree to such
a waiver. If you do not agree to the terms, do not use the software.

Please forward any comments and bug reports to jwww.di-mgt.com.au;. The latest
version of the source code can be downloaded from jwww.di-mgt.com.au/bigdigits.html;.
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. Odummaspueriit caitr OO0 "JIMCCU-Codr". —

http://soft.lissi.ru/.

. 'OCT 28147-89. Cucrembl 06paboTku nHAGOPMAIMA. 3allUTa KPUITOrpapruIecKasl.

AnropurM Kpunrorpadudueckoro npeodpas’oBaHusd. —
http://protect.gost.ru/document.aspx?control=7&id=139177.

I'OCT P 34.10-2001. Uudopmarmonnas texuosiorus. Kpunrorpadudeckas: 3ammra
nudopmaruu. [Iporeccor popMupoBanmus U MPOBEPKHU JIEKTPOHHOH 1mudpoBOil 1101~
[UCU. —

http://protect.gost.ru/document.aspx?control=7&id=131131.

I'OCT P 34.10-2012. Uudopmarumonnas texunosorus. Kpunrorpadudeckas 3ammra
nadopmarun. IIporeccsl hopMupoBaHNS W TPOBEPKU SJIEKTPOHHON MU@POBOI MTOI-
nucu. — Mocksa, Crangaprundopm, 2012.

. TOCT P 34.11-94. Undopmarmonnas TexHosiorusi. Kpurnrorpaduieckas 3amura nH-
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RFC 4357. V. Popov, I. Kurepkin, S. Leontiev. Additional Cryptographic Algorithms
for Use with GOST 28147-89, GOST R 34.10-94, GOST R 34.10-2001, and GOST R
34.11-94 Algorithms. — CRYPTO-PRO, January 2006. —
http://www.ietf.org/rfc/rfc4357.txt.

RFC 4490. S. Leontiev, Ed., G. Chudov, Ed. Using the GOST 28147-89, GOST R
34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic
Message Syntax (CMS). — CRYPTO-PRO, May 2006. —
http://tools.ietf.org/html/rfc4490.

Meronaeckue peKOMEHIAIAN 10 33JJAHUI0 Y3JI0B 3aMEHBI OJIOKA IOJICTAHOBKH aJIro-
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2013.

Meroandeckue peKOMEHIAIMHE O 3aJaHUI0 [aPAMETPOB /UIMITHYECKUX KPHBBIX B
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2013.
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crangaprusaiuu (TK 26) "Kpunrorpaduueckas samura undopmaruu". — Mocksa,
TK 26, 2013.

Odunmanpubiii caiit mpoekta OpenSSL. — http://www.openssl.org/.

PKCS#11 v2.30: Cryptographic Token Interface Standard. - RSA Laboratories, 2009.
- http://www.rsa.com/rsalabs/node.asp?id=2133.

BigDigits multiple-precision arithmetic source code. —
http://www.di-mgt.com.au/bigdigits.html.
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